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INTRODUCTION

DEFINITION OF IOT AND FOCUS OF  
THE GUIDANCE

The term ‘Internet of Things’ (IoT) generally refers 
to computing devices being interconnected via the 
Internet, enabling them to collect and exchange 
data automatically. This term encompasses an 
incredibly broad array of technologies, from 
smartphone applications like Uber to automated 
smart lighting. Harnessing the processing power and 
potential interconnectedness of computing devices 
can provide a unique set of services that continually 
collect and provide data and respond to needs in 
real time, something which is impossible with most 
conventional systems.

The Future Cities Catapult focuses on urban 
innovation and is aiming to guide the successful 
deployment of IoT programmes. With improving 
technologies and the increasing demands that will 
be placed on cities over the coming years, there is 
likely to be a surge in innovative, urban IoT solutions 
to help improve and manage areas such as health, 
transport and energy efficiency. This will arise as a 
matter of necessity, given the space and resource 
constraints that cities face. However, the inherent 
complexity and inexperience with IoT systems had 
led to inefficient applications and basic errors being 
repeated across deployments. 

The aim of this document is to provide potential 
urban IoT public sector purchasers with a structured 
framework to ensure best practises are followed 
when planning and applying IoT solutions in urban 
areas. The steps laid out in this guidance cover 
all stages of deploying an urban IoT project, from 
planning the parameters to implementation and 
evaluating performance. Urban environments are 
naturally challenging due to the set of existing 
services and infrastructure within which any IoT 
application must operate, as well as the physical 
environment and scale that must be considered. 

Much of the current work in the field of IoT is 
directed towards innovative pilot projects, whereas 
deploying a working IoT application at a city-level 
requires a whole range of considerations that may be 
unapparent when dealing solely at a small-scale. It is 
hoped this guidance can highlight potential pitfalls 
and enable more efficient and effective urban  
IoT applications.

In a context of increasing demand, the need for 
more responsive city services, and often falling 
municipal budgets, cities are looking at ways to 
become ‘smarter’ and more flexible in responding 
to their citizens’ needs. IoT technology is one of 
the ways that UK councils can adopt the benefits of 
cutting-edge intelligence and flexibility necessary 
to help cities use resources more efficiently. As 
city infrastructure becomes more intelligent and 
(inter) connected, urban residents will benefit from 
improved management of resources and a plethora 
of other positive social and economic impacts that 
urban IoT technologies can help deliver. Urban IoT 
technologies have the potential to create a revolution 
in city planning and management. By embracing 
the potential of IoT, local authorities (LAs) have 
the potential to improve service delivery, increase 
sustainability, and make their cities safer and more 
liveable places for their residents.

This guidance aims to complement existing 
procurement guidance for LAs, including the public 
sector five cases model described in the Green 
Book [HM Treasury, 2018], the public procurement 
policy [Gov.uk, 2017] and local procurement policies. 

The recommendations in this guidance reflect 
the work undertaken by, and the views of, the 
consultants, and are not necessarily those of the 
Future Cities Catapult. These recommendations are 
based on primary and secondary research, including 
interviews conducted with LAs that have experience 
of using IoT technologies. Throughout the document, 
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examples of these experiences are included in boxes 
to illustrate the findings.

This document is supplemented by a Technical 
Annex, providing an evidence review, greater 
technical detail and further reference material  
for potential purchasers of IoT technologies.

EXAMPLES OF IOT AND THEIR KEY 
CHARACTERISTICS

This section aims to give an idea of what urban IoT 
options are available and create a comparable set 
of characteristics to better understand and describe 
different IoT applications. IoT systems have been 
applied in a diverse manner of ways and have aimed 

Figure 1. A summary of the five key characteristics of publicly funded IoT projects
 Source: Vivid Economics

to deliver very different services. An initial search of 
‘Internet of Things’ can be overwhelming, making it 
difficult for a potential purchaser to understand what 
the key characteristics are and what type of project 
would be best suited to their needs. 

Each IoT application can be defined along five 
general categories: its primary benefit to society, 
scale, critical user thresholds, new infrastructure 
requirements and level of automation. Although 
many other differentiating factors exist, these five 
factors are significant at the early stages of selecting 
an IoT intervention by giving an idea of the cost, 
benefits and complexity of a project. How these 
categories are defined and the decisions they  
help guide are summarised in Figure 1.
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1. Primary benefit to society

Identifying the service provided and within which 
sector the service lies.

The benefits to society provided by the service 
should be above what would be delivered privately 
through the market. This provides an economic 
rationale for public investment. 

2. Scale

The current level of deployment of the IoT project in 
question.

Many case studies have only been applied at a 
small scale, meaning the lessons may have limited 
transferability or be too context specific. This 
parameter helps distinguish between small pilot 
studies and large-scale deployments.

3. Critical threshold

This describes the minimum scale of deployment 
that is needed for benefits to be realised.

This aspect is to help IoT purchasers determine 
whether the application would provide benefits in a 
new context. Some applications can be implemented 
in a modular fashion and be downsized or adjusted 
easily to suit the particular needs of an urban area. 
Others require a large scale rollout to provide 
meaningful benefits and are difficult to adopt  
in a different environment.

For each use case, we identify whether it can  
deliver benefits when applied at a small scale to 
individuals, at a neighbourhood/district level or 
whether it requires citywide deployment in order  
to deliver benefits. 

4. New infrastructure

This is defined as the degree of new infrastructure 
that is required by the IoT project.

Some IoT applications require the rollout of new 
infrastructure whereas others can be built onto 
existing systems, such apps on mobile phones. This 
is important as it gives an indication of the likely level 
of difficulty and cost associated with rolling out a 
particular application. 

Three levels of infrastructure are identified: 

- Level 1 projects do not require any new 
hardware

- Level 2 projects include software and a set of 
hardware devices (for example sensors) to be 
installed

- Level 3 projects involve software, hardware 
and a new underlying network (e.g. of low 
power wide area networks) in addition to what 
may already exist. 

5. Automation

Whether an IoT project only collects data 
(Assimilate); collects and processes data (Analyse); 
or automatically changes decisions based on the 
processed data (Act).

Applications which simply collect data rely on users 
changing behaviour in response to the provision of 
information are less reliable in delivering benefits 
than those which analyse and act on this information.

Table 1 lists examples of urban IoT use cases within 
health, energy and transport and summarises their 
main characteristics. This set of IoT examples has 
been compiled based on a review of the evidence, 
interviews and detailed contributions from IoT 
experts at Imperial College. The objectives of this 
catalogue are to illuminate some commonly applied 
IoT applications, to clarify their potential benefits to 
society and to provide a way to distinguish between 
the use cases without diving into too much detail. 
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Use cases 

Service 
provided

Implementation 
Scale to-date 

 
Critical user network
Individual: any deployment 
is beneficial

District: can be deployed in 
small areas 

City: needs near city-scale 
deployment for effect

New infrastructure 
requirements
Level 1: Just software

Level 2: Software and 
hardware 

Level 3: Software, hardware, 
and a network

 
Level of automation 
A: Assimilation of data

AA: Assimilation and 
analysis

AAA: Assimilation, analysis 
and action

Project 
AIR - Smart 
Inhalers
(USA) 

Health - 
monitor 
incidence 
of asthma 
attacks

300 inhalers issued 
in Louisville, USA

Individual: Single users 
can benefit, but more users 
creates potential for large 
data analysis

Level 2: GPS enabled inhalers 
and a smartphone application

AA: Data is logged, and 
common problem areas are 
highlighted so users can  
avoid these.

HomeAssist 
– INRIA
(France)

Health 
- illness 
monitoring, 
movement 
tracking

24 participants 
during 9 months  
at initial stage. 

Ongoing evaluation 
of impact through  
a randomised  
control trial with  
500 participants.

District: can be deployed at 
houses, hospitals or nursing 
homes to help both patients 
and carers.

Level 2: the system uses  
off-the-shelf sensors that  
need to be deployed at  
the house. The pervasive 
software platform is developed 
by the project and capable of 
managing different sensors 
and integrating other 
applications, such as Google 
calendar. The system uses  
the internet infrastructure  
to communicate. 

AA: Data is collected and 
analysed to help patients to 
improve their quality of life 
and carers to take better 
actions.

CitySee
(China)

Health -  
air pollution 
monitoring 

1196 sensors 
deployed at the 
Wuxi city in China 
collecting data since 
August 2011.

District or City: can be 
deployed in a neighbourhood 
but better results are obtained 
in a whole city.

Level 3: the system uses 
off-the-shelf sensors installed 
in tree and post lamps. The 
software and protocol are 
developed by the project.

AA: Data is collected and 
analysed for studying the air 
quality around the city and 
inform public policy.

EkoBus
(Serbia)

Health -  
air pollution 
monitoring 

65 nodes deployed 
in buses around 2 
cities in Serbia.

City: requires the use of  
the transportation system  
of a city

Level 2: the system uses 
waspmotes nodes to monitor 
6 different environment 
conditions and track buses’ 
movement. A website and  
an Android app are used to 
show the data.

AA: The purpose of the 
project is to inform the 
population about the  
pollution levels and buses 
routes, enabling them to  
avoid pollution.

SAFECAST 
(Japan)

Health - 
nuclear 
radiation 
monitoring

The largest open 
dataset of radiation 
measurements 

Individual: a node can  
be used by one single user 
around the city. However, 
the bigger the number of 
users, the larger the database 
and more accurate the data 
collected 

Level 2: the hardware was 
developed by libelium using 
Arduino boards and geisers 
sensors. The software was 
developed by different  
groups like Tokyo  
Hackspace.

AA: Project helped the 
population of Fukushima, 
Japan, to measure the  
nuclear radiation around  
the city and ask actions  
from the authorities.

EMMNET
(China)

Energy - 
Remote 
meter 
monitoring

2024 nodes were 
deployed in two 
different cities in 
China and tested  
for 3 months

District or city: can be  
applied at small residential 
areas or cities. 

Level 3: it is necessary to 
install the meter devices at 
houses and power poles, and 
use the software and network 
protocols developed to have 
better results.

AA: The project aims to inform 
the population and the energy 
companies about the energy 
consumption of the houses, 
so they can act to reduce it.

Project SWELL 
- energy local
(United Kingdom)

Energy - 
Managing 
energy costs

48 houses in 3 
different villages  
in Oxfordshire 
(Watchfield, 
Shrivenham and 
Longcot) were tested 
during a year.

District: the aim of the  
project is to better manage 
local energy demands 

(Few information about the 
devices) 

AAA: The system monitors 
the energy demand and solar 
energy production, and swaps 
the different energy sources 
in order to reduce costs.
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Energy 
Savings at 
convenience 
stores 
(Taiwan)

Energy - 
Managing 
energy costs

4 convenience  
stores in Taipei, 
Taiwan, were tested 
during a period of 
one year

District: can be deployed in 
one or more buildings 

Level 2: the seeing and 
control system were 
developed by the authors, 
as well as an algorithm 
to estimate the ideal 
temperature level.

AAA: The system sense  
and control the environment 
temperature to reduce the 
energy costs of the  
air conditioning.

Santander 
smart parking
(Spain)

Transport - 
smart parking

375 waspmotes 
nodes deployed in 
22 different zones of 
the city of Santander. 
The system has been 
used since 2012.

District or City: can be 
deployed in a neighbourhood 
but better results are obtained 
at a city scale.

Level 2: sensors and 
panels need to be installed 
around the city. Software for 
collecting data was developed 
by the project. 

AA: The purpose of the 
project is to help drivers to 
reduce the time spent looking 
for parking spaces.

TRITon
(Italy)

Transport - 
infrastructure 
monitoring

Initial stage 
deployment used 44 
sensors and 16 lamps 
in a 260m long tunnel 
in the province of 
Trentino, Italy. 

Currently 
deployment is 
installing 88 sensors 
in a 630m two-line 
operational tunnel.

District: can be deployed in 
one or more tunnels

Level 3: it is necessary to 
install sensors and special 
lamps to adjust the light level 
along the tunnel. A special 
communication protocol 
is also necessary to avoid 
problems with interference 
and collisions. 

AAA: The data collected  
is used as feedback by the 
lamps to adjust the lighting 
levels.

High voltage 
transmission 
lines 
monitoring 
(USA)

Energy - 
monitoring 
the energy 
distribution 
infrastructure

Proof of concept one 
camera one base 
station system

District: can be deployed in 
small to medium areas with 
transmission lines

Level 2: the camera and 
base station are off-the-shelf 
devices that need to be 
installed at power poles. The 
image processing algorithm 
was developed by the authors 
of the paper.

AA: The aim of the project 
is to analyse the data and 
identify excess of vegetable 
encroachment.

MEDISN
(USA)

Health - 
remote 
patient 
monitoring

Proof of concept 
system deployed 
during 10 days at 
John Hopkins ER, 
Baltimore, Maryland 
(USA)

District: can be deployed 
in one or more rooms in a 
hospital.

Level 2: the sensors and 
software are custom-built

AA: Help doctors and nurses 
to monitor patients.

Table 1. Inventory of urban IoT applications to services and technologies
 Source: Vivid Economics and Imperial College

PURPOSE AND AIMS OF THIS GUIDANCE

This guidance is primarily targeted at, and designed 
for, decision makers, purchase managers and others 
appraising projects which incorporate an IoT solution 
in UK LAs. Dependent on the particular authority, this 
audience may include general procurement officers, 
technology or digitalisation officers, or individual 
councillors with a relevant portfolio. 

This guidance may be of use to a broader  
audience, including other public bodies and 
agencies; various levels of local, city, regional and 
devolved UK administrations; and potentially private 
sector actors wishing to understand public decision-
making processes. The advice offered follows the 
principles of the HM Treasury Green Book.
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Figure 2. A summary of the guidance structure
 Source: Vivid Economics

The document is structured so as to be of practical 
use to individuals faced with four common scenarios, 
namely:

1. Where they have been approached by a 
business offering an IoT intervention: it is often 
the case that the first time an IoT is considered 
is when an external third party offers this 
as a product or service offering. While the 
intervention may be a productive avenue to 
investigate further, it is important that LAs are 
sufficiently aware of the issues involved so as  
to make effective decisions either way.

2. Where they would like to deliver IoT in their 
local area but do not know where to begin: 
many individuals are aware of the term ‘Internet 
of Things’ but do not necessarily understand 
what the implications or applications could be 
for them. Similarly, there are more sophisticated 
users who do not know which issues to consider 
when procuring such a system.

3. They have a need for which they think IoT  
might be a useful part of the solution: having 
identified a problem which IoT may help solve, 
some individuals may require support in scoping  
out the exact requirements and considerations 
to be made before going out to market.

4. They have heard about an IoT solution elsewhere 
and would like to know more about it: many 
individuals will have read about, or visited, pilot 
IoT projects in the UK or further afield and will  
be interested in how such projects are planned, 
designed, implemented and managed.

The overall aim of this guidance is to give readers 
the context and knowledge required to recognise 
common challenges and pitfalls in relation to the 
specification, procurement and management of 
urban IoT technologies. It is comprised of five parts, 
which are intended to provide support through all the 
relevant stages of delivering an IoT project. The basic 
structure and components of each stage are 
summarised in Figure 2 below.

This guidance is supplemented by a Technical 
Annex providing greater technical detail and points 
of reference. At the end of this technical guidance,  
a checklist is provided to guide readers through the 
practical implementation of IoT projects. 
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KEY CHALLENGES OF IOT PROJECTS

The complexity and nature of IoT projects presents  
a set of challenges to city planners with which they 
may be unfamiliar. As with any emerging field, it 
takes time to become accustomed to the common 
issues that can occur and understand how to mitigate 
them effectively. This is especially true for IoT, which 
demands not only a new method of management  
and public interaction, but potentially also an entire 
new infrastructure and communication system with 
which an average urban planner is unlikely to have 
sufficient experience. This guide is intended to raise 
awareness of issues in past implementations, and 
potential future issues that experts in the field of  
IoT see emerging.

Some challenges planners may face with IoT projects 
are ensuring they are demand-driven, that they are 
forward compatible and that there is sufficient 
public engagement. While IoT projects share the 
same basic challenges as other mainstream urban 
projects, their reliance on a wide array of often 
decentralised, modern technologies creates added 
complexity and a new set of issues. IoT projects are 
often driven by the desire to be the first to introduce 
technology into a new environment, rather than by a 
full consideration of the demands of consumers or 
how the IoT intervention will deliver tangible benefits. 
This is clearly not ideal from a public planner’s 
perspective. The fast-moving pace of the field also 
presents challenges on how to ensure the IoT project 
stays relevant in the future. Steps should be taken to 
create a system that is as open as possible to 
support future technologies and applications.

As IoT applications often require active human 
participation to deliver benefits, they may require 
more active engagement with the public and greater 
awareness than other projects. For example,  
smart parking would be useless if people did not 
understand how to use the system; and pollution 
sensors serve no purpose if the data collected is not 
accessed by the public. Maintaining a high level of 
public interest and awareness will help to ensure the 
project has positive impacts over its entire lifespan. 
Some projects have taken this to the extreme and 
rely solely on the public to deliver real benefits: the 
‘Array of Things’ in Chicago is a network of sensors 
designed to produce large datasets on traffic, 
weather and pollution but is entirely reliant on  

the public to create software and applications that 
can make use of the data.

IoT projects also require specific expertise in 
surveying the existing physical environment, 
specifying IoT technology performance requirements, 
and safeguarding digital security. IoT projects rely on 
wireless devices, often communicating across large 
distances. The layout of the city, building materials 
and even traffic/footfall can negatively impact the 
transmission of these wireless signals, making their 
physical placement paramount. The interaction of 
software, hardware and networks that drive IoT 
projects are often complex and specific expertise  
will be required to understand the different options 
available and how to optimise their performance. 
Digital security is an issue that must be addressed 
given the number of devices and constant data 
collection that is common with IoT systems. Steps 
need to be taken to ensure individual devices are 
secure and personal data is suitably protected. 

BASIC IOT ARCHITECTURE

When considering IoT solutions, it is important to 
understand the basic architecture of the technology, 
called ‘Mist-Fog-Cloud’ computing. This term refers 
to computing, storage and analytical abilities being 
extended to different areas of a network. Cloud 
computing is the practise of storing, managing and 
processing data using remote servers hosted on the 
Internet rather than local servers or personal 
computers. The cloud has high computational power 
but is centralised, meaning data must be transported 
to the cloud before being processed. This introduces 
latency that prevents the cloud operating in real-time.

The Mist and Fog elements of the architecture 
involves adding decentralised computational power 
across the entire network rather than relying solely 
on the cloud, enabling real-time analysis. Mist 
computing is the lowest, most dispersed level of this 
architecture, placing basic processing abilities at the 
very edge of the network with basic sensors and 
microcontrollers attached directly to objects. This 
allows for simple analytics and data collection to be 
performed across the network in real time, as it is 
done locally. 

Fog computing complements Mist computing by 
adding stronger computational abilities at key 
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Figure 3. The Mist-Fog-Cloud architecture refers to computing, storage and analytical abilities being extended across the entire network
 Source: Vivid Economics

junction points of the network to manage the host 
of devices in the Mist and reduce the load on the 
cloud. This can allow for data to be processed, and 
more advanced decisions to be made closer to the 
network edge in near real time without the use of  
the cloud, greatly improving situational awareness 
that is key to IoT. This avoids the problems associated 

with sending data from thousands of edge devices  
to the cloud on limited capacity information and 
communications technology infrastructures, especially 
when much of the processing and analysis of data 
does not require cloud-level processing power  
and storage. Figure 3 below summarises the  
Mist-Fog-Cloud architecture:



14TECHNICAL GUIDANCE FOR EXPLORING URBAN IOT SOLUTIONS

IoTUK

IT IS CRUCIAL TO BEGIN BY AGREEING 
ON THE PURPOSE, FORM AND SCOPE 
OF THE IOT INTERVENTION. THIS 
MEANS IDENTIFYING THE TYPE, SIZE, 
SCALE, SECURITY REQUIREMENT, 
AND STAKEHOLDERS TO BE INVOLVED. 

STEP 1
PLANNING THE PROCESS
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STEP 1
PLANNING THE PROCESS

1.1 OVERVIEW

IoT has the potential to generate benefits by enabling 
innovative services in a multitude of domains. However, 
it is not always clear in which setting and what services 
deliver the most benefit. Recently, the McKinsey Global 
Institute carried out a research study that examines  
in detail where the value lies in IoT [McKinsey Global 
Institute]. According to their report, factories and 
smart cities are among the domains that have the 
largest potential benefits from IoT in 2025 (i.e., having 
the highest economic impact). Both fields have the 
potential to generate more than $5 trillion from an 
estimated total $11.1 trillion potential economic impact. 
The estimated economic impact covers productivity 
improvements, time savings, reduced accidents, etc. 
and is not equivalent to industry revenue or gross 
domestic product  since it includes non-monetary 
value captured by customers and consumers.

Key questions 
• What service is required? (1.2)

• What are the key parameters of the IoT intervention (e.g. size, scope, etc.)? (1.3, 1.4)

• What technology and/or infrastructure is likely to be required and to what extent does the IoT 
intervention fit with existing infrastructure? (1.3, 1.4, 1.5)

• Which stakeholders and experts need to be involved? (1.5)

• What data permissions might be required and what confidence do we have that these are achievable? (1.6)

• What is the level of security protocol needed? (1.6)

Key actions
• Clearly define the service gap the IoT project will fill, and why non-IoT solutions are not suitable;

• Decide on the appropriate parameters of the IoT intervention well in advance;

• Have a clear understanding of the current infrastructure and which types of projects can most 
effectively utilise and benefit from it;

• Plan for the data permissions and security protocol required and assess how feasible this is;

• Ensure the required stakeholders and experts are available and involved at the planning stage.

In such a context, it is important that IoT rollout is 
optimised in order to generate maximum benefit  
for the societies in which they function. In the 
manufacturing sector, the greatest source of value  
in the factory setting is through optimising operations 
to make the various processes in factories more 
efficient via predictive analysis and inventory 
optimisation. In the context of smart cities, studies 
predict the highest economic impact in the domain of 
public health and safety, transportation and resource 
management. More specifically, the highest value is 
to be expected from the improved health and safety 
due to water and air monitoring services. Huge 
economic impact is also expected from traffic 
applications, including real-time traffic flow 
management, smart meters and more  
efficient use of public transportation. 
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BRISTOL CITY COUNCIL’S 
CITY INNOVATION TEAM
Bristol City Council has a City Innovation Team 
embedded in the city government, which takes a 
ground-up approach to service design rather than 
one that is driven by technology. Bristol has now 
adopted a ‘pilot first’ approach, whereby the City 
Innovation Team identifies, alongside delivery 
teams, potential opportunities where IoT can be 
used. This requires a very clearly defined service 
gap that the IoT project will fill, and strong reasons 
as to why non-IoT solutions are not suitable. The 
role of the City Innovation Team is often that of 
persuader, providing the evidence base and data  
to support changes in service delivery. This often 
involves identifying ‘champions’ within each 
business area, who are interested in using 
technology in their business sectors. 
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Choosing the right business model is critical to the 
successful rollout of IoT. Innovative services with 
high economic potential need to target the right 
audience to be successful. The business models 
for various IoT technologies have been examined in 
the study by McKinsey Global Institute that suggests 
business-to-business (B2B) applications can create 
more value compared to pure consumer applications. 
Although consumer IoT products and services, 
such as smartwatches and fitness trackers, have 
received significant attention over the last years, B2B 
applications have the potential to generate up to 70 
percent of the value enabled by IoT. This is due to the 
great deal of additional value obtained by integrating 
consumer products (e.g. smart healthcare products) 
to B2B services (e.g. information to healthcare 
providers). The various approaches to measuring the 
economic and financial benefits of an IoT project are 
described in step 3 of this guidance.

It is also important to be aware that not all IoT 
systems are suitable for public funding – focus 
should be placed on projects that can deliver 

reliable, public benefits. Generally speaking, IoT 
projects can either provide mostly private or public 
benefits. Projects that deliver private benefits (usually 
instances where a market for the service/benefit 
provided by the project exists) should naturally 
emerge and be funded by the private sector if the 
gains are sufficiently large and a financial case for 
investment exists. In contrast, the private sector will 
underinvest in projects that deliver mainly public 
benefits (where it is difficult to exclude agents from 
enjoying the benefit) as they will not be remunerated 
for the benefits that flow to other agents. 

However, an economic case for investment can 
exist if the total gains to society from the project 
outweigh the costs. Public funding should be used 
in these instances to realise the net social gains from 
projects that would otherwise remain unfunded. A 
further distinction is whether the benefits will be 
realised reliably or if they are dependent on further 
policies and actions. All else equal, projects with 
more reliable benefits would be preferred.

Pollution Sensors 

Public benefits – pollution data 
can be accessed by all for free 
and would not be supplied by 
the private market 
 
Unreliable – Requires people 
to access the data and avoid 
areas of high pollution 
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Smart public 
lighting 

Smart traffic 
management 

Smart sensors 
such as HIVE 
and nest 

Live journey 
planner apps 
such as Google 
and Apple maps 

Public vs Private Benefits 

Public benefits 
•  No market exists 
 
•  Lots of agents 

benefit 
 
•  Agents can’t be 

excluded 
 
•  There are positive 

externalities 

Private benefits 
•  Market exists 
 
•  Only a few agents 

benefit 
 
•  Agents can be 

excluded 
 
•  There are  

negative or no 
externalities 

Reliable vs Unreliable Benefits 

•  A project has reliable benefits if no extra 
actions are required for those benefits to 
materialise 

 
•  Unreliable benefits mean additional 

actions are needed, either by the end 
users or the implementers 

Figure 4. Not all IoT projects are equally suitable for public funding.
 Source: Vivid Economics
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1.2 CONDUCT A REQUIREMENTS 
ANALYSIS

Requirements analysis is arguably the most 
important stage in the development of IoT 
products and services. Requirements can be seen 
as attributes of a system that need to be identified 
prior to the design and the development of the 
system. The aim of the analysis stage is to capture 
the many requirements customers may have on a 
target product or service and compile them into a 
specification that serves as a blueprint for the entire 
development process. For example, in software 
development, requirements analysis provides a 
specification that is considered at different stages 
of the application lifecycle, including design, 
development, testing and maintenance. The 
development of software is inherently complex and 
relies on a clear understanding of requirements elicited 
by stakeholders and domain experts. We believe the 
same rigor should be put in the design of IoT systems 
since these typically consist of both hardware and 
software, which makes them equally complex to build.

There are many common pitfalls and reasons  
for project failure in software and digital 
infrastructure development. These are general 
enough to be considered when developing IoT 
products and services. As reported in the literature, 
the main causes of software failure can be traced 
to stakeholder factors. Typical examples of project 
failure that have been identified historically include 
[Maciaszek et al., 2007]:

- Customers’ needs are misunderstood or not 
fully captured

- Customers’ requirements change too frequently

- Customers are not prepared to commit 
sufficient resources to the project

- Customers do not want to cooperate with 
developers

- Customers have unrealistic expectations

- The system is no longer of benefit to the 
customers.

To prevent the typical examples of project failure 
listed above, the requirements specification has 
to provide a complete set of descriptions of the 
system services and constraints resulting from the 
analysis. Requirements can be divided into two main 
categories, namely, functional and non-functional.

GREENWICH EXPLORES 
THE POTENTIAL OF IOT 
DATA FOR NEW FINANCING 
STRUCTURES 
Identifying service pressures and needs is a time 
consuming and difficult process, and resource-
stretched departments may find it difficult to 
undertake. Digital Greenwich highlights the 
importance of innovation funding, including for 
example from Innovate UK and EU H2020 Smart 
Cities & Communities. External funding is important 
for early adoption, as it reduces the risk for LAs and 
helps to allocate time and resources to consider 
innovative ways of delivering services. On the other 
hand, relying on external funding can make it difficult 
to ensure continuity and to join up different projects. 
In addition, many funding sources also provide a 
network of cities across the UK or internationally, 
which encourages the exchange of experiences 
and joint learning. While applications of IoT need to 
fit local conditions, Greenwich finds that many of the 
experiences are similar and working together with 
other cities contributes to their success.

Functional requirements define the services that 
the system should provide, as well as the behaviour 
of the system for specific inputs and under various 
potential situations [Sommerville et al., 2004]. 
Although functional requirements should take the 
form of high-level statements, they should describe the 
system services in detail. Non-functional requirements, 
on the other hand, are dedicated to describing 
constraints on the features supported by a given 
system, such as performance, timing, robustness, 
interoperability, fault tolerance, etc. Non-functional 
requirements apply to the system as a whole rather 
than specific sub-parts and thus should not be 
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neglected. Often non-functional requirements are 
critical for the system’s correct operation (e.g., fault 
tolerance). By failing to address such requirements, 
designers build a system that suffers from limited 
usability. In order to elicit application requirements, 
companies may rely on various techniques and 
approaches, including interviews, questionnaires, 
domain analysis, and observation, etc. [Zowghi,  
et al., 2005].

At this stage, it is important to fully engage with the 
wider ‘project team’ to build a broader understanding 
of the requirements of a given IoT intervention. It is 
unlikely that the range of skills and expertise required 
to perform a robust requirements analysis of an IoT 
project, and implement it later on, are readily available 

within the LA. A pragmatic early step to take would be 
to ensure that agents with the skills needed to assess 
and deliver an IoT project are available to liaise and 
collaborate with the project management team. 

A framework for how this wider ‘project team’ may 
be organised and which roles each party has is 
illustrated in Figure 5. Once the demand-side needs 
are understood, a project management team should 
be communicating with technical experts and service 
experts to better understand the specific benefits an 
IoT solution has over other solutions and how it is 
filling its intended service gap. These experts, along 
with external assessors, will continue to have pertinent 
roles through the delivery of the IoT project which are 
noted in more detail in Figure 5.

•

•

•
•
•
•
•

•

•

•
•

•

•
•
• •

•

•

Figure 5. Stakeholders for an Urban IoT Project, their potential roles and in which steps those roles belong.
 Source: Vivid Economics
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1.3 KEY PARAMETERS OF INTERVENTION

It is important to consider the various factors  
that can define or limit the potential of a given IoT 
intervention. The development time of the project 
impacts the quality of the service provided, especially 
when a great amount of expert knowledge is required. 
A longer development time enables more experiments, 
the design of security modules (described in detail in 
step 1.6), and other improvements that lead to a more 
robust system. The use of the correct testbeds also 
influences the success. Given the strong dependency 
of IoT systems on real-world processes that are the 
result of complex systems-of-systems interactions, 
the use of simulations or research lab experiments 
are often not sufficient to correctly test the system.

Regulations that cover IoT systems already exist.  
The purpose of IoT devices in the smart city context 
is to provide data that can then be used to inform 
decisions and create services. While IoT is relatively 
new, data and data sharing has had a number of 
regulations associated with it for some time. The 
British Standards Institute have produced a publicly 
available specification for Smart Cities as a guide to 
establishing a decision-making framework for sharing 
data and information services [The British Standards 
Institution, 2014 ]. This document is data focused,  
not IoT device standards focused, and covers trust, 
anonymisation and data sharing. It also lists a number 
of relevant  standards developed by the British 
Standards Institute one should consider:

Standard Description

PAS 180

Smart cities – Vocabulary

Defines terms for smart cities, including smart cities concepts across different infrastructure and 
systems elements and used across all service delivery channels

PAS 181

Smart city framework – Guide to 
establishing strategies for smart 
cities and communities

Gives guidance on a good practice framework for decision-makers in smart cities and communities 
(from the public, private and voluntary sectors) to develop, agree and deliver smart city strategies that 
can transition their city’s ability to meet future challenges and deliver future aspirations

PAS 182

Smart city concept model – Guide 
to establishing a model for data 
interoperability

Provides a framework that can normalize and classify information from many sources so that data 
sets can be discovered and combined to gain a better picture of the needs and behaviours of a city’s 
citizens (residents and businesses)

PAS 184

Smart cities – Developing project 
proposals for delivering smart city 
solutions – Guide

Provides guidance, illustrated with case studies, on how good practice described in other British 
Standards Institute smart city publications can be applied when developing an individual project 
proposal within the broader smart city programme

PAS 185

Smart cities – Specification for 
establishing and implementing a 
security-minded approach

Will specify requirements for establishing a framework for the security-minded management of smart 
cities and their associated infrastructure, as well as of data, information and services, used to deliver 
city services

PD 8100

Smart cities overview – Guide

Gives guidance on how to adopt and implement smart city products and services in order to facilitate 
the rapid development of an effective smart city

PD 8101

Smart cities – Guide to the role 
of the planning and development 
process

Process gives guidance on how the planning and implementation of development and infrastructure 
projects can equip cities to benefit from the potential of smart technologies and approaches.

Table 2. A range of standards developed by the British Standards Institute that are relevant to smart cities and IoT in general
 Source: Vivid Economics and Imperial College
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Scale is a specific factor when dealing with IoT 
solutions – for example, energy and transport 
systems require a citywide implementation to 
benefit the population. Sensors and actuators for 
these projects need to be deployed in streets, parks, 
public transport (buses, train, cabs), power grids, and 
buildings, which requires the authorisation and 
participation of the municipality, urban management 
organs and energy companies. A small scale first 
deployment, such as a local power grid or a small 
number of bus lines, can be used to help developers 
to find errors not predicted during the implementation 
process and propose improvements. The level of 
intervention (use of the existent infrastructure or  
a new one) depends on the level of modernisation  
of the city and how much the municipalities and 
companies want to invest in the project. Small cities 
with a modern infrastructure and renewable energy 
power grids are example of easy implementation  
and adoption of IoT systems. Santander Smart City 
project, for example, is a successful study-case giving 
the small scale of the city and continuous partnership 
between the local government, technologies companies 
and universities [Santander Council, 2010].

A range of systems exist that can be deployed at  
a variety of scales, from end-user levels to citywide. 
User level applications, such as fitness applications 
that employ smart watches and other wearable 
devices, only monitor one user per time and can 
be easily integrated with smartphones and laptops. 
Building level applications (home/office/hospital) are 
capable of monitoring more than one user per time 
as well as the indoor environment (temperature, 
noise level, light level, for example). They require 
the deployment of sensors in one or more rooms 
of the building and depending on the purpose or 
the level of accuracy of the data, they may require 
specific software and hardware to work (monitoring 
the brainwaves of patients in comas, for example). 
Lastly, a city-wide application, such as monitoring 
air pollution or UV radiation, suffers from the same 
common challenges of energy and transport systems.

Some systems can be developed using off-the-shelf 
hardware and known software, which impacts costs 
and reusability. Platforms such as SensorTag  and TelosB 
[Advantic Sistemas, 2014], can be used to monitor a 
large range of features, such as movements, temperature, 
etc. These systems are cheap, vastly used in papers 
and hackathons and have a large documentation 

available online, which make easy to implement 
different applications, without requiring the input of 
specialist knowledge or advanced programming skills. 

However, some systems, especially those related to 
health, may require more specific technology not 
widely available in market. They may require the 
development of a new equipment or a new software 
with the input of specialist knowledge. All these 
factors influence in the development costs of  
the system. 

The choice of a general versus purpose-specific 
platform also impacts the reusability of the system. 
Generic off-the-shelf programmable boards such as 
the already mentioned SensorTags and Arduinos 
gives more flexibility to the system, enabling them to 
be used for different purposes. Exclusive sensors, on 
the other hand, will be useful only for the project they 
were developed for. 

The deployment and ongoing maintenance of the 
system can also influence the total cost of the 
project. City-scale systems may require the support 
of a group of technicians and engineers to deploy 
the systems over the city, especially in awkward to 
access areas such as the top of buildings or lamp 
posts. The environment conditions and the possible 
level of stress suffered by the sensor may also 
require additional materials such as protective  
cases for the sensors, increasing costs. 

The way the sensors are deployed also influences 
how they can be reused for different projects. For 
example, sensors can be deployed in buses to 
monitor both air pollution levels and the buses 
mobility [EkoBus project, Libelium, 2012] or in simply 
employed posts to collect only pollution information 
[CitySee, GreenOrbs Lab, 2011].

There are many use-specific factors that affect the 
longevity of IoT devices and other hardware. These 
should be considered when planning an IoT project, 
as they may impact decisions regarding the type of 
system adopted and the individual technologies 
procured. These factors include:

- Energy: systems with energy harvesting 
devices, like solar panels, have a longer 
lifetime compared to battery-based systems
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GLASGOW CITY COUNCIL 
USES SMALL-SCALE 
PILOTS FOR VIABILITY 
ASSESSMENTS 
In Glasgow, once the opportunity for an IoT 
intervention has been analysed and assessed, 
thought is given to the potential for roll-out in a ‘real 
world’ context. This usually works best through the 
development of small-scale pilot projects, which trial 
specific technologies based on commercial claims 
or successful pilots undertaken elsewhere and 
demonstrate a clear need or savings opportunity. 
Examples are the city’s smart street lighting project 
and its CCTV operations centre. 
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- Environment conditions: high temperatures, 
mechanical stress, humidity, all influence the 
longevity of the hardware. Sensors deployed 
outdoors, in places like parks or streets, usually 
deteriorate faster compared to indoor systems

- Maintenance: a system with more frequent 
maintenance may or may not outlive those with 
less maintenance. However, the maintenance 
rate influences the system cost and needs to 
be analysed beforehand (is it less costly to 
maintain or replace the sensors? If the sensors 
are cheap and easy to be replaced, maybe the 
better option is to deploy more sensors.)

- Planned lifespan: finally, the lifetime of a system 
depends on the planned lifespan of the project. 
Some prototype based systems, usually 
deployed to test some technologies and 
analyse the data, can last for months, whereas 
a product-based system may last for years. 

Whilst some parameters will be defined by the goals 
of the project, it would be prudent for a technical 
expert to take the lead on system and hardware 
choices. The choices regarding the scale and speed 
of implementation for an IoT project should be 
apparent from the offset and can be chosen  
by a project manager in consultation with service 
provision councils and communities. The choice of 
technical aspects is more nuanced; hence the advice 
of a technical expert may be required to fully 
understand the costs and benefits of different 
software and hardware systems. Seeking out this 
expertise and the potential role for technical experts 
was covered to a degree in section 1.2. These early 
decisions will greatly impact the reusability, 
interoperability and operating costs of the project, 
which is why a full comprehension of the various 
options available is essential. This is especially true 
for urban IoT applications, where there does not yet 
exist a large set of examples to help guide technology 
choices, particularly in cutting-edge fields such as 
urban health IoT technologies. Should this technical 
expertise not be available in house, it should be 
sought out as a matter of urgency.

Systems and software engineers have the expertise 
and knowledge to guide this decision making, 
however it is prudent to use those who have had 

sensor network or IoT specific experience. There is 
no one size fits all in terms of how to approach the 
better understanding of these factors.

Section 1.5 expands on other expertise needed  
to calibrate and deploy IoT technology effectively. 
Technical assistance will be required beyond setting 
key intervention parameters, which should be planned 
for accordingly. Hardware needs to be calibrated to 
ensure accuracy, software has to deliver a practical 
user experience and the data collected will need to 
be analysed to draw out useful conclusions and 
actions. A more in-depth discussion of the technical 
skills required in these areas is below in section 1.5.

For council officials, these key parameters are 
useful to guide the planning of an IoT project, 
explaining the many necessary steps, from 
definition of the services to the implementation of 
the system, and to estimate an initial cost and scale 
of the project. This estimation can be developed 
using the off-the-shelf technology (hardware, 
software, communication) and consulting the 
companies and/or institutes that developed similar 
projects before (human cost). However, given the 
diversity of the IoT projects, only the expert in the 
field can give an accurate cost and duration of the 
whole project, as well as provide better details  
about the necessary technologies and specialised 
workforce to develop the system. The energy, 
maintenance and plan lifespan are difficult to predict 
and can only be estimated during the experiment 
phase with the help of the experts and engineers. 

1.4 CONSTRAINTS OF THE PARAMETERS 
CHOSEN 

The type of technology employed by an IoT  
system has a significant impact on development  
and maintenance costs, as well as the longevity of 
the system. Specialist knowledge and a study of the 
environment used for the deployment are important 
to both reduce these costs and improve longevity. 
Urban areas, for example, suffer a lot of interference, 
which makes the choice of the correct communication 
technology vital to the success of the project. 
Narrowband technology (5G UK, 2015) has received 
strong industry support lately given the fact that it 
can it deployed over existing mobile networks and 
operates in licensed spectrum.
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In addition, the employed technology will determine 
the reusability of the system. The more reusable the 
better, but if for a set of reasons, such as money and 
development time, it’s not possible to use a reusable 
platform at first, this may impact the future deployments 
of the system and restrict the evolution of the project.

The desired scale of the IoT project, based on the 
application requirements, may not be feasible as a 
first deployment. A city-scale project may start with 
deployment only in some neighbourhoods or a 
building-scale project may be installed only in some 
rooms. The way this affects the success of the project 
depends on the accuracy of the data required and the 
services provided by the system. Systems like SafeCast, 
which measures the level of nuclear radiation of a 
city, requires a large database to provide a good 
service, since the level of radiation suffers big 
variations even at small distances [Safecast, 2011].

The longer the desired lifetime of the system, the 
more robust the devices need to be considering the 
energy, environmental conditions and maintenance 
constraints previously discussed. The robustness of 
the system however impacts in the project cost and 
development time. A high required longevity may, 
therefore, impact in the feasibility of the project. 

Longer and more complete development time 
requires higher costs and human resources. This 
may not be available for all projects and external 
sources may be required. The process for assessing 
costs and benefits and for implementing and 
deploying an IoT system in the field is detailed  
in steps 3 and 4 of this guidance.

1.5 REQUIRED EXPERTISE  

Often, IoT systems will require specialist expertise 
in order for them to be planned, managed and 
deployed effectively. These technical skills are 
in addition to the traditional roles associated with 
technical project management. It is important to 
consider these requirements early on, so as to 
ensure that the LA purchasing the IoT service is fully 
equipped with the expertise required to purchase 
services in a fully knowledgeable way, or is able to 
source this expertise externally. 

Hardware experts

IoT system deployments have to rely on hardware 
experts to determine the class of devices needed 
for ensuring the set of features supported by 
applications. To do so, experts have to identify the 
specificities of devices in terms of performance, 
energy-consumption, programmability, etc. This 
is not always straightforward, as nowadays there 
is an overabundance of technology dedicated 
to IoT, including sensors, computer-on-modules, 
development boards, embedded systems, etc. 

Furthermore, businesses have to acquire qualified 
hardware experts for addressing a number of 
stages in building IoT solutions, which typically 
involve device configuration and programming. 
This may entail tasks, such as setting the frequency 
at which data are to be sensed and delivered 
to applications, as well as interpreting low-level 
sensor measurements into high-level application 
data. This programming of IoT hardware requires 
considerable knowledge of hardware architectures, 
operating systems, computer networks and low-level 
programming languages. Hardware testing is another 
task that is inevitable in the process of building IoT 
products and services. Expertise in hardware is 
needed to ensure that hardware devices, such as 
sensors, faithfully capture the phenomena of interest 
sensed by applications. Indeed, the absence of a 
suitable skill set at this stage inevitably leads to 
capturing incomplete, inaccurate or entirely false 
data from the environment.

Software engineers

Software engineering is a discipline that is 
concerned with the process of building software 
and promotes the application of scientific methods 
and principles for this purpose. The development 
and maintenance of software is inherently complex, 
which is even more noticeable in the domain of IoT, 
where some applications have to be distributed over 
a large-scale network of interconnected devices that 
need to cooperate to achieve a common objective. 
This situation calls for a specific set of skills allowing 
the development of software services that sense, 
collect, process and present data to users. Moreover, 
applications need to occasionally control and 
reconfigure devices to alter the current state  
of the environment.
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MILTON KEYNES COUNCIL 
USES ITS REPUTATION AS 
AN IOT FRIENDLY CITY TO 
ATTRACT EXPERTISE
Milton Keynes Council decided at an early stage to 
build a reputation in the IoT sector, something that 
both the city and citizens take pride in. Milton Keynes 
was an early pioneer in urban IoT projects. By 
identifying funding sources, the city took advantage 
of the early opportunities available and the city has 
now has developed a strong reputation in the sector 
as well as relationships with innovators and 
technology providers. 
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The development of applications ensuring these 
features requires skills from different domains. To 
collect data from sensors, software developers have 
to adopt existing application programming interfaces 
(APIs) or may need to design higher-level application-
specific interfaces and abstractions to ease 
programming. In the context of large-scale infrastructures 
with massive amounts of interconnected devices, 
scalability of applications has to be addressed.  
This situation calls for techniques allowing to 
distribute computations carried out by applications 
over a cluster of servers to reduce the overall time 
needed for application computations. Furthermore, 
applications dedicated to large-scale infrastructures 
have to deal with large amounts of data collected 
from sensors, which requires complex algorithms for 
efficient parallel data processing to be implemented. 

Apart from the development of IoT applications, 
software engineering also focuses on how to deploy 
and maintain applications on clusters of computers, 
sometimes referred to as the cloud. Specific services 
should be designed for both the monitoring of the cloud 
infrastructure and the connected devices to identify 
typical concerns, such as node/network failure. 

Finally, user experience is an important aspect of 
IoT products and services. Experts in the domain 
of user-centred design and mobile computing are 
essential for designing end-user applications and 
interfaces that present data to users thus improving 
the usability of IoT systems.

Data scientists

Nowadays, businesses are more and more 
interested in understanding how their products 
and services are being used for the purpose of 
improving their design and ensure high adoption. To 
understand the usage of their products and services, 
companies increasingly rely on collected data. 
Since the main focus in the IoT is on connectivity, 
usage data can be easily collected and interpreted. 
However, uncovering knowledge from collected data 
is extremely complicated and is mainly possible by 
leveraging expertise from the areas of mathematics, 
statistics and computer science. This combination of 
skills allows experts in the domain of data science 
to discover valuable insights from collected data by 
means of complex data analysis techniques.

Domain experts

Domain experts are a great asset in the process 
of designing and validating products and services. 
The role of domain experts is particularly important 
for IoT since it builds solutions to address needs 
in a multitude of domains, such as assisted living, 
agriculture, water management networks, etc. This 
expertise is critical to accurately address customer 
requirements when designing and validating IoT 
products and services for a specific domain. As 
an example, consider Waze, a massively popular 
community-based traffic and navigation application. 
This service is built and continuously maintained by  
a team with various skills including domain experts  
in the field of community geography.

This list is not comprehensive, and the particular 
requirements will be defined by the eccentricities 
of a given IoT project. Considerations with regards 
to sourcing technical knowhow and forming a core 
management team are discussed in steps 2 and 4  
of this guidance.

1.6 SECURITY ASSESSMENT  

Understanding both why we need to consider 
security and the potential impact of a security 
breach is an important factor when planning an 
IoT system. The security risks that come with IoT 
deployments are often fodder for headlines about 
maligned refrigerators and hackable pacemakers. 
However, these extend beyond a single device 
hack which was demonstrated through several 
highly-publicised distributed denial-of-service 
(DDoS) attacks in 2016. The scale and context of 
the IoT deployments make these a compelling 
target for those who would do harm to companies, 
organisations, nations, and people. The potential 
impact could span from minor loss of less valuable 
data to significant damage to the infrastructure and 
the wellbeing of nation.

Systems with a wide variety of devices and  
diverse applications of IoT systems call for different 
deployment scenarios and security requirements. 
For example, a compromised IoT-based home 
security system or a disrupted medical monitor could 
pose life-and-death risks. Similarly, if the security of 
health-related consumer applications is breached, 
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there is a danger of exposing sensitive personal 
data. Contrarily, less valuable and more anonymous 
data lowers the security bar. One can identify several 
factors which need to be taken care of while devising 
a security solution for the IoT devices and these are 
as follows:

- Information security requirements such as integrity 
to ensure that any received data has not been 
altered in transit, or secrecy and confidentiality to 
prevent data disclosure to unauthorised people

- Access level security requirements such as 
authentication to ensure the identity of the 
peer with which the device communicates, or 
authorization of the devices that have access 
to the network services or resources

- Functional security requirements such as resiliency 
to ensure that even if compromised, a security 
scheme would still protect the device against 
the attack, or self-organization of IoT devices to 
maintain a set level of security [Hossain 2015].

There may be challenges associated with reusing 
traditional IT security schemes, although they 
should still be considered. In the current IoT security 
landscape, most players focus on producing minimally 
viable products which results in the lack of security 
measures and poor update practices. Many limitations 
in energy, communication and computations are 
imposed onto devices at the expense of security 
[Perrig 2004]. Moreover, the traditional systems 
security practice becomes inadequate due to the 
physical exposure and resource restrictions of 
the devices. An example could be traditional key-
establishment protocols that do not scale well with 
hundreds or thousands of sensor nodes. The security 
needs in the IoT are higher, the list of security 
requirements extends beyond the confidentiality, 
integrity and availability and new security measures 
are needed [Whitman 2012]. For example, if the IoT 
network is improperly configured or deployed an 
attacker may intercept traffic between devices and 
cloud-based management systems (known as man-in-
the-middle attack). Another example could be a flood 
of bogus traffic that overloads the device and makes 
it unable to provide any services. Consequently, the 
weakest link would define the overall system’s security 
level and it may lead to the complete denial-of-service.

Where to look for security support? For the highest 
level of safety, every device and every possible 
communication route in an IoT system should be 
secured. However, the reality is, most companies 
cannot afford to do that or maybe not the same level 
of security is required for each device. To ensure that 
the weak points are identified, and that the proper 
security system is in place, an expertise in security 
services is needed, either from research community 
or IT companies specialising in system’s security. 
For example, IOActive has proven record in security 
consulting providing highly evolved security services 
[IOActive, 2015]. Similarly, Bastille offers enterprise 
security teams to assess and mitigate the risk 
associated with the growing IoT technology [Bastille, 
2014]. One must ensure that the system is protected 
from security threats by its design, but also that an 
up-to-date protection is provided which can cope 
with design bugs and very dynamical treat landscape 
that grows daily.

What are the opportunities to incorporate security 
into design? In developing new solutions for IoT, one 
must consider the larger context and implications 
of security and privacy from the very beginning. 
Every node (device) is a potential entry point, and 
interconnection can spread the damage. Thus, the 
physical environment, type of end points, type of data 
to be collected (high or low value, personal data), 
connectivity (constantly connected to the Internet, 
intermittently connected, or not connected at all), etc. 
have to be considered when choosing the security 
mechanisms. An equally important factor to ensure 
the proper security controls is the set of protocols 
employed. Each of the various protocols available for 
IoT use support varying levels of security, and some 
can be matched together to provide an optimally 
secure configuration. More technical details can be 
found Technical Annex accompanying this guidance.
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GLASGOW CITY COUNCIL 
PRIORITISES DATA 
SECURITY 
Glasgow identified data security as one of the priority 
areas of expertise  in the planning stage. Data security 
measures include security protocols and risk mapping 
for each project, and draws in expertise from 
academic and private sector partners. Importantly, 
this is recognised as a cost that must be incurred. 
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A high-level strategy for minimising the risk in an IoT 
system is given below:

1. Assess Security Impact: define the type of data 
that will be sent, where the data will be stored 
and if any of the data is private, sensitive, or at 
greater risk

2. Provide Security by Design: design the IoT 
system with security in mind, specifically:

- Establish identity verification (use hard to 
crack usernames and passwords to ensure 
protection from botnets)

- Use up-to-date operating systems to ensure 
that known vulnerabilities have been mitigated

- Use hardware that incorporates security 
features (e.g. chips with encryption and 
anonymity, lockouts based on idle time or 
maximum attempts to authenticate)

- Ensure access control (allow the device to access 
resources that support its specific role only)

- Deploy encryption at multiple points (while 
data is at rest, in transit, and in use) to avoid 
data leaks.

3. Ensure up-to-date protection: consider the 
entire lifecycle of devices in the system and  
the security implications within each phase.

- It is unrealistic to expect manufacturers to 
create software products that are bug-free; 
thus, ensuring update availability and support 
is important (software updates are faster, 
automated and less expensive than  
hardware replacement)

- Verify the authenticity and integrity of software 
updates to prevent adversarial, malicious, or 
accidental tampering

- Communicate the information to stakeholders 
about existing flaws and their severity, 
required updates, and any other instructions.

4. Use basic software security and cybersecurity 
practices: many tested practices used in 
traditional IT and network security can be applied 
to IoT, but there are also guidelines focusing on 
the IoT security. These are provided in the 
Technical Annex accompanying this guidance.
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STAKEHOLDERS UNDERTAKE A 
SITUATIONAL ANALYSIS THAT EXAMINES 
THE CHALLENGES AND OPPORTUNITIES, 
AND FORMS THE BACKGROUND 
INFORMATION FOR THE OPTIONS 
ASSESSMENT IN STEP 3. 

STEP 2
ANALYSING THE SITUATION
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STEP 2
ANALYSING THE SITUATION

2.1 IDENTIFY CHALLENGES

Networked IoT systems promise a smart world 
revolution – however, real-world examples are 
proving notoriously difficult to deploy and maintain. 
To date, only relatively small-scale successes have been 
well publicised, leading to questions as to what makes 
IoT so difficult to deploy. Scientific problems that we 
face with IoT systems strike hard against the limits of 
our knowledge about how to organise, analyse, and 
adapt large, loosely-coupled, intercommunicating, and 
increasingly autonomous, distributed systems. The main 
complexity boils down to the sheer numbers of devices 
coupled with the fact that their deployment is in the 
open physical world. There is mounting pressure from 
various industries and government bodies to be able 
to place their trust in sensing based infrastructures 
for decision-making. Following the guidelines in this 
section should help lessen some of this complexity.

Vendor lock-in is an important consideration when 

Key questions 
• How does the environment affect the IoT intervention? (2.1)

• What are the network challenges associated with deploying and operating the IoT system? (2.1)

• How can the IoT owner physically protect the system? (2.1)

• What are the issues around scaling the IoT system? (2.1, 2.2)

• What opportunities are available for sharing infrastructure and technology? (2.2)

• What regulations may be required between different agents and stakeholders? (2.2)

Key actions
• Understand the physical characteristics of the environment and how this will impact networks and 

physical technology;

• Try to use open, compatible systems and avoid vendor lock-in where possible;

• Have plans on how to share new network infrastructure to maximise returns and applications;

• Consider at this early stage the feasibility and potential options for expansion.

assessing an IoT solution’s suitability. Like with all ICT 
systems, the value of IoT solutions for industry and users 
will be inhibited if there evolves a fragmented milieu 
of proprietary technical solutions. This is a both a risk 
when opting for large vendors, who will have incentives 
to tie a buyer into their proprietary technology, and when 
using smaller companies who can build a bespoke 
system that is difficult to build upon or expand. The 
breadth of IoT applications is highly diverse in terms of 
technical and economic requirements which means 
that full interoperability across all products and services 
is not really feasible. Yet integration and ownership 
complexity can have a massive impact on long-term 
solutions integrated at city scales with durations of tens 
of years. Standards provide an exit strategy to avoid 
vendor lock in but standards in the IoT field are still 
emerging and open for interpretation. Like with all ICT 
systems, there is convenience with a supplier providing 
an ‘embrace and extend’ solution to last the duration 
of the IoT system’s life-time, however this also a 
source of lock-in. 
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BRISTOL CITY COUNCIL 
PRIORITISES OPEN, 
COMPATIBLE SYSTEMS TO 
AVOID VENDOR LOCK-IN
When assessing each project, Bristol City Council’s 
scoping team works to understand the physical 
characteristics of the environment and how this  
will impact the network and physical technology. 
Where possible, the city tries to use open, 
compatible systems and avoid vendor lock-in. 
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Many deployments have been severely delayed, 
shutdown or not used because the IoT owner did 
not involve the correct bodies or people in the 
design phase of the project. The rollout of IoT 
technology is no different to other infrastructures and 
respective planning protocols need to be followed. All 
actors, LAs, building owners, homeowners etc. need to 
be involved from the beginning to ensure that all 
deployment is met with minimal opposition. Aspects 

Many IoT systems in urban environments benefit  
from the flexibility of using wireless communication 
to transfer data. The placement of IoT devices can 
affect how well they are able to communicate in cities 
and as such the location of the devices is a critical 
question to be raised early in the process. Cities 
consist of objects made from many differing materials 
(buildings of various heights, mobile objects such as 
cars and people etc.) and all of these can affect a 
radio signal’s ability to transmit data. For example,  
a device that uses low-powered radio may find that 
people walking by can disrupt the communications 
signal. The shape of, and materials in, the physical 
environment can impact wireless transmission and 
the main physical effects of this can be reduced down 
to signal attenuation and absorbance. The first effect is 
of the largest concern. Attenuation of the radio signal 
is where the signal strength becomes weaker as the 
signal is sent over greater distances. Some networks 
are designed to be used over larger distances 
however (Low-Power Wide-Area Networks) and they 
can add power to the signal to provide strength across 
the distance or operate at lower frequencies which 
travel further. If possible, it is a good idea to test the 
radio signal clarity before placing sensors and 
devices in the environment.

The environment in which IoT devices function  
can affect communications and other operations. 
Hardware components in IoT devices are designed 
and tested by their respective manufacturers with an 
operational environment in mind and will guarantee 
each component’s operation within the bounds of 
that environment. For example, a sensor reading may 
provide accuracy of measurement between -30 and 
+40 degrees Celsius but may lose accuracy if placed 
in an environment with temperatures beyond those 
bounds. The microcontroller that governs the internal 
processing in the device may also begin to produce 
errors in extreme temperatures and compromise the 
accuracy of the system.

such as what data is being recorded is of concern to 
certain parties, whereas the aesthetics and impact on 
the environment may be of concern to others. An 
example of this is when a park development and  
a personalised advertising system were both shut 
down because people perceived a breach in the 
communication of personal data. If public infrastructure 
is to be employed in the IoT project, the appropriate  
bodies need to be involved from the very start.

Once the operating environment and planning 
issues have been considered, it is important to  
think about physical protection of the IoT device. 
Whether you would like your device to be hidden  
in a nondescript grey box or a garden ornament,  
care should be taken into the design of the device’s 
packaging. Understanding the environment in which 
the device is to be placed or handled is very 
important for safety and security reasons. For 
example, waterproofing may need consideration  
but needs to also ensure any sensors etc. are able  
to obtain their measurements accurately. Other 
environmental considerations are required if the  
box is exposed to people or animals: in one instance, 
squirrels ate through waterproof plastic and bugs 
were able to enter the sensor. Combinations of the 
environment and IoT system’s purpose therefore 
dictate the physical characteristics of the housing  
of the system in terms of size, human interaction and 
aesthetics. Recall that all traditional computing laws 
and regulations, such as data protection and privacy 
etc. hold with IoT devices.

GREENWICH PRIORITISES 
DATA FLOWS AND 
COMMUNICATION SYSTEMS
From Greenwich’s experience, a key issue to 
consider is the accurate and timely communication 
of data from sensors to a central operating system, 
particularly if the chain of communication relies 
on legacy technology systems. It can be difficult 
to think of all potential challenges in advance and 
instead, Greenwich tends to start on small scale and 
iteratively improves the system. For this purpose, 
it can be useful to map out the data flows and the 
requirements with respect to format, standards, 
openness and feedback mechanisms.



34TECHNICAL GUIDANCE FOR EXPLORING URBAN IOT SOLUTIONS
Step 2 – Analysing the Situation

IoTUK

In addition to external housing, it is also worth 
considering the inside of the IoT device’s packing. 
Even with watertight boxes, the environment inside 
the box can change and affect the device. For 
example, the deployment of devices in soil in 
watertight boxes may find that humidity builds up 
inside the box and this makes leads to faults. Therefore, 
it is not unheard of to include sensors inside the 
device to understand its operating conditions to 
predict if a fault will occur.

Different protocols are required for sending 
communications over distances in order to ensure 
reliability, this is an issue that requires careful 
consideration. Wireless radio signal strength drops 
as it is sent over longer distances whilst signal reflection, 
scattering and fading become increasingly prominent, 
impacting the delivery of data. As such, network 
protocols and hardware designed for long-ranges  
of kilometres are quite different from those that are 
designed to transfer data over metres and the 
appropriate system should be chosen based on  
the design requirements. As mentioned in step 1,  
the constraints associated with the results of 
requirements analysis should indicate the costs, 
performance characteristics, size of units, power 
available etc. that are suitable for the project  
and these must be traded-off in terms of the 
environment’s impact on the system or in which 
environments the system may be deployed. The 
practitioner may also articulate the ethics of the 
system in term of how it impacts on its environment.

Minimising disruption is significant when 
considering system design. A first general principle 
is that radio signals being sent between IoT devices 
without objects interfering with them (i.e. having line 
of sight) will be more successful. Examples where 
data was sent with buildings, and indeed people, 
being situated between sender and receivers were 
less successful (as people are largely comprised of 
water, they are very good at absorbing radio signals). 

The urban environment, and buildings in particular, 
can pose challenges in the form of signal disruption. 
Another principle is that placing transmitters as high 
as the requirements constraints can allow to ensure 
more line of sight transmission and fewer data errors. 
Regarding the remaining physical effects, they are 
due to the signal essentially bouncing off buildings, 
rough surfaces etc. and this also impacts the signal’s 
ability to successfully send data. However, most 

modern transceivers are able accommodate the issues 
around signal bounce to maximise the performance 
of the system when such instances occur. Indeed, 
more modern research oriented transceivers exploit 
these environmental properties to improve data  
rates where Constructive Interference is observed, 
enhancing the signal.

In order to minimise disruption caused by the 
external environment, some IoT systems do not rely 
solely on wireless technology. To avoid interference, 
some IoT systems may adopt a hybrid approach 
mixing wireless and wired communication. Typically, 
this will be in the form of a base station that relays 
data from smaller devices to the Internet for data 
visualisation or analytics. Many smart meter systems 
are wired and use the home Internet to relay data for 
example. However, when making use of facilities 
such as home Wi-Fi one will need the appropriate 
sign-off to ensure that it does not impact the home or 
its owner’s privacy etc. 

Network disruption affects the link between the  
IoT device and where it sends its data, which will 
negatively impact any analytics. Where the IoT 
device is measuring, or recording something (users’ 
opinions, sensor data etc.) the IoT device may 
continue doing so and will attempt to send data to no 
avail if the network is disrupted. This in turn can 
mean that the data is lost (dropped) or that the 
storage on the device fills and the device then fails.

IoT systems may be incompatible with systems 
already in place (backward compatibility) or future 
installations (forward compatibility). A suite of IoT 
devices may be required to be operational over 
longer lifespans, and therefore backward and forward 
compatibility should be part of the maintenance 
programme to maximise their use and impact. IoT 
nodes with more traditional operating systems will 
have the benefits of compatibility as the system 
develops. However, currently the role of compatibility 
for IoT systems, much like standards, is largely ignored. 
As the subject matures, this issue will come to the 
fore and therefore there are opportunities to discuss 
how this should manifest now. Compatibility can 
range from being able to host redundant components 
when aiming to upgrade hardware, compatible data 
formats and protocols etc. will be considered.

Depending on the type of technology adopted, IoT 
systems may not be easy to scale. One approach to 
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deploying an IoT system is to develop a small subset 
of devices to test an IoT idea to allow the practitioner 
to debug the system and see if the public enjoys 
using its interfaces etc. However, small deployments 
may not capture all behaviours of a larger system. 
For example, they might find that the system does 
not behave similarly when deployed at larger 
numbers or in an environment where many other 
devices are already in use. In the former, the number 
of devices producing information to be analysed may 
be too many for the communications infrastructure or 
analysis computer to handle in a timely way. In the 
latter, the other devices may interfere with the new 
IoT devices. 

Regardless of the extent of planning that takes 
place, some challenges cannot be foreseen. An 
approach that helps with future-proofing the system 
as its requirements and environment changes is to 
build adaptive features into the design of the system 
to cope with environmental change. Examples of this 
can be found in the many mesh based routing 
mechanisms, which can note when a link in the data 
transfer chain has failed and then seek alternative 
ways to route data across the network. This essentially 
provides the same sort of resilience as what is found 
in the Internet.

The massive rollout of smart Internet-connected 
devices will present both opportunities and 
challenges in the future. In the near term, there will 
be billions of IoT devices co-existing in our cities, and 
these devices will affect every aspect of our lives. 
However, many of these devices are produced at 
very low cost and are comparatively less reliable. 
This means that privacy and security can become 
critically important issues. Unfortunately, the market 
typically will not assume the additional costs that 
increases in security protection would require. 
Consumers will need a minimum level of security 
guarantee before they adopt new technologies. To 
this end, regulation becomes increasingly important.

In addition, the massive number of smart devices 
connected to the Internet can present new threats  
to the Internet as a system. Larger scale attacks  
(e.g. denial of service) can be launched from these 
less secure devices. Considering the potential 
consequences of such attacks, governments will 
have no choice but to get involved in the IoT sector  
in the future, either through regulation or by policy 
means. There is currently relatively limited regulation 

in place for IoT technology worldwide. There are, 
however, many regulatory institutions working in this 
area, including the European Commission, and US 
and Canadian committees. One should pay attention 
to any potential new regulations being introduced  
in the near future.

Irrespective of the social benefits associated  
with a technology, consumers may not foresee the 
potential benefits of future IoT applications. From 
the social aspect, IoT technology can provide 
additional benefits to our daily life. For example, 
smart personal assistants (e.g. Amazon Echo and 
Google Home) help users to control their houses in a 
smarter way and provide varieties of assistance 
applications, while precision farming technologies 
help farmers to make better decisions and optimise 
the automatic activities. However, these come at a 
cost. Either of the aforementioned technologies may 
expose your privacy and create new security issues. 
Furthermore, without consistent support consumers 
may not be willing to invest on these “potential” 
benefits. These issues must be addressed by the IoT 
manufacturers and service providers to make it 
economically attractive to the consumers. These are 
also issues that can be addressed in an IoT 
communications and marketing strategy, as outlined 
in step 4 of this guidance.

2.2 IDENTIFYING OPPORTUNITIES

It is important, when planning an IoT solution, to 
ensure that the public sector is maximising its 
returns on any investment in infrastructure or 
technology. This may involve co-delivery of the IoT 
solution, or seeking ways to work with embedded 
infrastructure, or even other opportunities outside of 
the original scope. The financial implications of these 
decisions are discussed in step 3 of this guidance. 
Many of the deployments of IoT follow the traditional 
approach of deploying devices (or software on 
phones etc.) and then using some form of 
communications mechanism to relay information 
back to the party of interest (the end user, LA, etc.). 
Mobile phone based IoT will generally make use of 
either the phone’s cellular connection or Wi-Fi, 
however there are examples where opportunistic 
data relay occurs (OppNet) that allow phone data to 
be passed from phone to phone (via Bluetooth, for 
example) to send information between phones, 
although this is not the norm. Typically, where 
wireless sensor-based IoT devices have been 
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deployed, existing facilities can be used. Where a 
device has a SIM card, the cellular network will relay 
data, otherwise the Internet can be used where Wi-Fi 
exists. The third option is to build a bespoke wireless 
communications infrastructure, such as those that 
use ZigBee or those that cover wider-areas - such  
as LoRa, SigFox and NB-IoT systems. Figure 6 below 
illustrates the traditional framework that is associated 
with this approach.

However, there may be other opportunities  
available to the stakeholder when developing the 
IoT infrastructure – this can take the form of opening 
up that infrastructure in some way to share it with 
other stakeholders. For example, in a typical scenario 

data will be collected by local devices and  
then relayed back to the stakeholder through a  
dedicated infrastructure communication network. The 
stakeholder would then seek to generate value by 
analysing the data and acting on that analysis. Whilst 
the stakeholder will likely own the local data collection 
devices, there is scope to standardise the operation 
of the infrastructure communication network to make 
it suitable for other use cases and to allow it to be 
accessed by other stakeholders. Such infrastructure 
sharing options provide greater revenue generating 
opportunities that will increase the return on the 
investment of deploying the infrastructure, but will 
also increase the service burden on the owner.

Figure 6. IoT communications infrastructure and data storage facilities can often be shared for improved efficiency.
 Source: Vivid Economics and Imperial College
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The lowest hanging fruit when deploying network 
infrastructure is sharing with others the facilities 
that are built for individual IoT applications. This is 
illustrated in Figure 6. The most common are the 
sharing of communications infrastructure and storage 
facilities. An example of the latter is the US company 
Senet, which deployed a private Low-Power Wide-Area 
Network to relay tank level data from their monitoring 
application and then opened their networks to other IoT 
service providers to generate additional revenue leading 
to a US wide public LoRaWAN network roll-out. Similar 
to companies such as Xively and initiatives such as 
OrganiCity who focus on the storage, integration and 
visualisation of streamed data from IoT devices, one 
could consider sharing any facility that one develops. 
Again, levels of service and security from external 
customers need to be fully appreciated. 

Data can be sent to a single storage facility, typically 
cloud-based, or stored separately by each 

stakeholder – in these latter cases, one should 
consider how to encourage data sharing and 
collaboration. Even when data is stored separately 
by each stakeholder, it can be collated and analysed 
as if from a single source if an appropriate 
interoperable data facility exists, as illustrated in 
Figure 7. OrganiCity is an example of this as each 
stakeholder stores its own data, but provides a link to 
an interoperability facility which provides a single 
interface user to allow them to access this data as if it 
is one large database. This has the advantages that 
each data owner is responsible for administering their 
own facility and there is an implied encouragement 
for the data user to build innovative applications that 
cross-cut the different data sources. However, this 
also has a disadvantage as in many cases the owners 
may wish to withdraw a service which is being relied 
on by the same data user, therefore more complex 
agreements of service may need consideration.

Figure 7. Interoperable frameworks enable IoT datasets owned by different stakeholders to share data analytic capabilities.
 Source: Vivid Economics and Imperial College
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Sharing of Fog infrastructure is becoming 
increasingly practical. In these cases, an agent 
deploys a network of devices across an area (the 
‘Fog infrastructure’) and allows other stakeholders  
to plug in their sensors and/or route data across  
the same facility. This is called a Multi-tenancy  
IoT system.

These Multi-tenancy IoT systems have developed 
from research into shared sensor networks. Given 
the low resources available to each device, the 
owner of the Fog infrastructure network needs to 
ensure that all stakeholders who utilise the network 
processes are given their expected service levels 
and that there is a clear separation of concerns 
between the data and processes for each tenancy. 
Hence system management and security are 
much more complex, but the potential for return 
on investment is considerable. For example, one 
obvious instance would be where an LA intends  
to roll out a smart lighting system. 

In the context of a smart lighting systems, they 
would include sensor devices to better understand 
the footfall and traffic near each lamppost and then 
adjust lighting accordingly to saving energy and 
lower light pollution. However, the sensor devices  
do not need to be small microcontroller class devices 
that are powered from batteries or renewable energy. 
An alternative option is to install devices with more 
computing power that are powered directly from 
the lighting system. This in turn means that more 
sophisticated processing can be performed on each 
device and the computing ability can be shared in a 
multi-tenancy way. 

It is not advisable, however, to develop such a 
service without having the right technical team 
to build and maintain it. It is for this reason that it 
is advisable to make use of existing infrastructure 
and networks etc. where possible, as this will lower 
the chance of implementing an IoT system sub-
optimally. There are several initiatives across the 
UK that are creating such shared infrastructures; 
Glasgow, Liverpool, Manchester and beyond are 
looking at providing Low-Power Wide-Area Networks. 
Connected Things is a pan-London Low-Power 
Wide-Area Network. This is a grassroots initiative 
supported by local companies, Digital Catapult  
and the main local universities (Imperial, Kings, 
Queen Mary and UCL) who have contributed to 
building a network covering London that is open  

to small and medium-sized enterprises  to test  
ideas and build innovations. 

Using existing infrastructure also saves the 
complexity of building and maintaining the 
technical systems yourself. It may, however, have 
the disadvantage of not doing exactly what you 
would like as it is a more general system. Joint-up 
platforms such as OrganiCity help overcome some 
of the problems associated with combining data in 
different formats. The system can be composed in a 
modular fashion, which means it can be tailored to 
make it cost effective. However, centralised platforms 
introduce point-of-failure risks – as the numbers of 
endpoints become part of the same network, the 
number of potential vulnerabilities increases. Further, 
again security, privacy and data sharing regulations 
must be considered.

Another way to conceive and implement an IoT 
system is to engage the technical expertise found  
in local universities. The UK has some of the world 
leaders in the subjects of IoT and smart sensing and 
there are several initiatives that encourage the co-
creation of novel applications and services  
with academia. 

For a more bespoke development relationship 
the stakeholder can directly provide funding to 
universities, who, while not being free, provide 
their expertise at competitive prices. There are 
relationships available that allow the funder to 
own the full IP of the system and services etc. 
Collaborative relationships can allow more  
blue-skies thinking to be brought closer to  
market through joint funding. 

Innovate UK has several industry-led initiatives 
to help facilitate the development of new ideas. 
This involved taking new ideas to high technology 
readiness levels and making them market ready. 
Other initiatives run out of the main research 
funding bodies such as the Research Councils 
UK (Engineering and Physical Sciences Research 
Council, Biotechnology and Biological Sciences 
Research Council, Natural Environment Research 
Council etc.) and can allow the joint funding of PhD 
students (CASE awards provide 50 percent of the 
funding). Here the PhD student will be resident 
partially in the university and partially with the  
non-academic funder. 
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Finally, joint research projects are constantly being 
formed with consortiums of research institutes and 
they usually need external support. This support can 
be in-kind and is an important factor in enhance their 
chances of funding success. This too is a lightweight 
way to get involved and to understand the new 
technologies and ideas as they are being created. 
However, be aware that the academic research is 
aiming for new technologies with a 5-10 year look-
ahead and this may not suit the typical industry vision 
of 2-3 years development to market cycle.

The majority of current commercialised products 
such as Nest Cam and WeMo Home Automation 
are closed systems. That is, from the smart devices 
to the back-end cloud, components are constructed 
solely by the companies and the only shared 
infrastructure throughout the systems is the Internet. 
The closed system allows developers to fully control 
their systems and seek more optimal solution. 
However, a significant amount of development 
and investment are needed, resulting in a higher 
challenge for smaller companies or start-ups to 
introduce new IoT services.

On the other hand, open systems consist of shared 
and standardised infrastructure (e.g. OrganiCity, 
LoRa, and NBIoT) that reduces development 
ongoing maintenance costs. This encourages 
service providers (i.e. IoT companies) to introduce 
new IoT products and services. The state-of-the-art 
Mist-Fog-Cloud architecture has also become one of 
the most promising backbone technologies for near 
future IoT applications and can ultimately speed up 
the development of IoT. However, this also introduces 
design trade-offs and may create additional privacy, 
security and resource fairness issues that should  
be considered when choosing an appropriate  
open system to work with.
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IT IS IMPORTANT TO CONSIDER A RANGE 
OF IOT OPTIONS, TECHNOLOGIES, AND 
ALTERNATIVES TO PROVIDE THE SAME 
SERVICE. AS A MINIMUM, THE OPTIONS 
ASSESSMENT WILL INCLUDE DATA AND 
INFRASTRUCTURE COSTS, AS WELL AS 
THE BENEFITS FOR SOCIETY, SOME OF 
WHICH WILL NEED TO BE QUALITATIVELY 
ASSESSED. ALL ANALYSIS SHOULD 
PROVIDE CONSISTENT BOUNDARIES,  
TIMELINES AND ASSUMPTIONS. 

STEP 3
INITIAL ASSESSMENT
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STEP 3
INITIAL ASSESSMENT

3.1 OVERVIEW

Building on the business case and understanding the 
local context, step 3 discusses how a purchaser should 
go about assessing different potential solutions. With a 
sensible, clear business case established in steps 1 
and 2, the next task is having a robust methodology 
to formally assess the potential performance of 
different IoT solutions before they are implemented. 
This must incorporate all costs (fixed and operating 
costs, as well as opportunity costs), potential benefits 
(direct/indirect and monetary/non-monetary) and 
risks to produce a well-rounded valuation of likely 
performance, both in financial and economic terms.

Key questions 
• What are the monetary and non-monetary benefits? (3.2)

• What evidence is there for indirect benefits? (3.2)

• What are the different fixed and operating costs required for each project? (3.3)

• How significant are the opportunity and indirect costs? (3.3)

• Does the IoT project carry a large degree of risk? (3.4)

• Are additional policies and/or funding required in order to increase the reliability of options 
delivering the benefits? (3.4)

• Is there a financial case and/or economic case for the intervention? (3.5)

Key actions
• Calculate the value of direct benefits and check it provides value above non-IoT solutions;

• Be wary of solely using large indirect benefits as a basis to fund an IoT project;

• Check if existing data and infrastructure required for the project can be utilised reliably and at 
reasonable cost (opportunity cost);

• Plan for simultaneous supporting policies to reduce behavioural risk, particularly when benefits are 
largely non-monetary;

• Construct both a financial and economic case for investment to identify and formally acknowledge 
whether the project’s benefits are social and worthwhile.

This section aims to give a basic structure  
to analyse net benefits that can be built upon  
and highlights important factors that should be 
considered in undertaking an IoT benefit analysis. 
This section is not intended to provide a clear set  
of instructions for how this should be done in each 
possible IoT deployment. This is simply not feasible 
given the range of potential services IoT projects  
can provide and their often-non-monetary benefits. 
Instead, it offers a framework to ensure the most 
pertinent areas are considered and a complete 
evaluation is made. This framework is summarised 
below in Figure 8 and elaborated on further 
throughout this section.
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3.2 BENEFITS

When assessing benefits, it is important that they 
are clearly identified and directly attributable to the 
IoT project. It can often be difficult to draw a clear 
cause and effect relationship between a project and 
benefits, particularly when the benefits are societal 
in nature or the project exists at a scale where some 
benefits may exist in theory but be insignificant 
in practise. Care should be taken to avoid over-
assigning benefits to an IoT project when the 
connection is not obvious, if benefits are negligible, 
or if they are reliant on context specific factors. 

Benefits can be classified along two dimensions: 
whether they are monetary or non-monetary and 
whether they arise directly or indirectly from the 
project. While some benefits are easily quantifiable in 
terms of monetary gains (such as increased revenue 
or reduced maintenance costs), many are societal 
(improved air quality, lower congestion) and difficult 

to appraise. In addition, some of these benefits will 
be explicit goals of the project, while others may be 
unintended gains that arise indirectly without obvious 
consideration. The contrast between measurable 
pecuniary gains and unmeasurable societal gains is 
the main motivation for assessing both an economic 
and financial case for investment, which is elaborated 
on later.

Direct monetary benefits can generally be estimated 
from existing service data. Direct monetary benefits 
usually arise from lower operating costs or the 
provision of an upgraded service that can be charged 
for. In these cases, coming to a figure for the direct 
monetary gain is relatively simpler and should only 
require assumptions around the lifespan of the 
project and the rate at which gains will be realised. 
This type of methodology has been common across 
many implementations of urban IoT – the Technical 
Annex provides examples of studies which include 
appraisals of direct monetary benefits.

•
•
•
•

•

• –

•

•

•

•

–

•
•

–

•
•
•
•

•
•
•
•

–

Figure 8. A potential framework to assess IoT projects.
 Source: Vivid Economics
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MILTON KEYNES 
COUNCIL RECOGNISES 
OPPORTUNITIES FOR IOT 
ACROSS SERVICE AREAS
In the context of Milton Keynes Council’s broad 
ambitions to be innovative, while facing significant 
funding constraints, the city has developed a good 
understanding of the financial issues associated 
with IoT projects. The council recognises that the 
procurement of technologies and infrastructure 
today can enable greater opportunities in the future 
– although it is difficult to properly account for 
these potential benefits with so much uncertainty, 
particularly as they often have impacts across 
different service areas.
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Appraising direct non-monetary benefits is not a 
precise science. Existing literature can provide a 
general guide for measuring some benefits, but a 
qualitative analysis may be more appropriate. Some 
non-monetary benefits have a body of literature that 
has aimed to quantify their value to create robust 
cost-benefit analysis. Well-studied examples include 
reducing congestion, air pollution and power 
outages. However, even where a body of literature 
exists, bespoke analysis is still required to draw out 
the valid studies and apply the methodology 
appropriately to a new context. For example, 
modelling the value of improved health from reduced 
air pollution requires a comprehensive set of data 
and econometric modelling. A qualitative framework, 
such as that presented in Figure 9, may still be able 
to achieve an ordinal ranking between projects and 
be sufficient to adequately inform the cases for 
investment for different projects.

Indirect monetary benefits should be attributed 
carefully and assumptions clearly specified before  
an attempt is made to calculate them. These benefits 
should be clearly specified and have supporting 
evidence, especially if steps will be taken to attach  
a clear numerical value to them. Some precise 
assumptions will also be needed to calibrate how 
significant the impacts will be. For example, an air 
pollution monitoring scheme may result in people 
shifting to lesser-used streets. This increased footfall 
can result in business growth along those streets, 
which would be an indirect monetary benefit of the 
project. However, assumptions would need to be 
made regarding the size of the growth that can  
be attributed to the project and its timeframe.

It is important that these assumptions are 
defendable, otherwise the calculation holds no 
weight. It may even be wise to err on the side of 
caution and be conservative with such calculations, 
given the inherent uncertainty around these benefits. 
In situations where these benefits are very small or 
difficult to calculate, using a qualitative framework 
can save time and still provide a fair assessment. 

It is unwise to be overly precise on the value of 
indirect, non-monetary benefits given the amount  
of uncertainty surrounding them. Indeed, not much 
work has been done in previous studies to properly 
assess and understand these types of indirect 
benefits, meaning there is little of substance that can 
be learned from the existing evidence base. In these 
instances, using a qualitative framework is the only 
practical way to evaluate the scale of the benefits 
and draw comparisons across projects. A potential 
assessment framework is illustrated below in Figure 9. 

1. Area of benefit: Ideally the indirect benefits  
will also feed into the area targeted by the 
project or another public area. Public benefits 
are preferred.

2. Scale of benefit: Benefits that occur on  
a larger scale can affect more agents and 
improve equality.

3. Impact of benefit: The gains may be clear, 
noticeable to a degree, or entirely unknown. 
More impactful gains that are noticed and 
appreciated by agents are desired.

4. Automaticity: Whether the indirect benefits 
occur without need for further action or 
intervention. A completely automatic  
benefit is more reliable.

5. Timeframe: The benefits may be a one-off or 
may continue as long as the project does. All 
else being equal, more persistent benefits  
are preferred. 
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Figure 9. Non-monetary benefits should be compared across a set of simple categories.
 Source: Vivid Economics

3.3 COSTS

The fixed and operating costs directly associated with 
the project are generally simple to estimate and quantify. 
Examples of fixed costs are the expenditure on new 
hardware, software, networks and training that are 
needed to run the project. The operating costs includes 
maintenance of the project’s infrastructure as well as 
expenses from using existing networks to maintain 
connectivity. These costs should be precisely known 
for each potential IoT application that is being 
considered, or at the very least can be estimated 
effectively by studying previous applications.

When an IoT project is deployed, opportunity costs 
inevitably arise – this is defined as the value of the 
forgone, next best alternative due to adopting the 
new project. This usually encompasses two elements. 
The first is the loss of any existing services that the IoT 
project is replacing or the net benefits that are not 
gained from adopting a different IoT solution. Considering 
this will ensure that the benefits of an IoT project are 
not overstated. The second element concerns instances 
when existing assets are utilised for the IoT project. 
While there is no direct expenditure, the value of the 
next best alternative use for those existing assets 
must be considered as a cost for the project for it  
to be assessed fairly.
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BRISTOL CITY COUNCIL 
ASSESSES BENEFITS 
JOINTLY WITH THE 
COMMUNITY 
Bristol has developed an advanced approach to 
assessing the potential benefits of investments.  
This includes a significant focus on involving the 
community and potential end users. This “Bristol 
Approach”, as it has become known, ensures  
that these users are involved in the design and 
specification of projects. This approach also  
allows for greater quantification of indirect  
and non-monetary benefits to the community.
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If data on the monetary value generated by existing 
services exists, it should be used to give a baseline 
figure for the opportunity cost. Otherwise there is a 
task to gather basic data and apply assumptions to 
determine a simple, potential value.

The most difficult costs to evaluate are the potential 
indirect negative impacts the IoT application can 
have on existing services and projects, although 
they are thought to generally be quite small. These 
impacts can be extremely varied and difficult to pin 
down. However, from the examples reviewed they 
appear small relative to the fixed, operating and 
opportunity costs and care should be taken to not 
devote too much time considering them in great 
depth. When trying to determine these costs, it is 
sensible to limit the search to only a few areas to 
focus thinking. 

Possible options for this are studying the local 
geographical areas where hardware will need to  
be installed for potential disruptions or analysing the 
impact of the IoT solution on shared assets (such as 
networks or data centres) to see if the extra traffic 
lowers performance across other services. Another 
viable method may be to conduct a review into previous 
similar implementations to see where issues have 
arisen and assess if they are also applicable to the 
current context. 

3.4 RISKS

The risks that are most relevant for urban IoT 
projects are technology risk, financial risk, political 
risk and behavioural risk. The severity of these risks 
will vary from project to project and should be 
considered across different options. Due to their 
inherent uncertainty, these risks cannot be converted 
into a quantitative metric and so must be assessed 
qualitatively. The following section defines what each 
of these risks are, how they are applicable to IoT 
projects and what may exacerbate or minimise them.

Behaviour risk refers to instances where people  
do not act in a way that utilises the information or 
benefits provided by an IoT project, thereby largely 
negating its potential impacts. Any project that does 
not automatically implement actions requires some 
form of human involvement to create benefits. For 
example, in the case of a pollution sensor network, 
people need to actively avoid high pollution areas to 

generate health benefits. This relies on the general 
population being sufficiently connected and engaged 
with the project to not only access the pollution data, 
but also to actively adjust their routines based on it. 
For less tech-savvy people, this will probably not be 
the case. The more complex an IoT system is and the 
more actions a person must take to gain benefits, the 
larger behaviour risk becomes. 

Commissioning an innovative IoT project can 
potentially invite criticism onto the LA from those  
who do not understand the technology, creating an 
element of political risk. Urban IoT is still a new field 
and there is currently no mainstream literature to 
bring it to the general public’s attention. As such, if  
an IoT project is mainly focused on data assimilation 
and does not produce tangible benefits in the short 
run it can come under criticism and be prematurely 
labelled as unsuccessful. The LA will need to be 
prepared to bear this criticism, particularly if they 
deploy IoT projects that only deliver benefits over 
long time horizons or are slow to implement. Risks 
such as these may be mitigated through adoption of 
a clear communications and marketing strategy, as 
outlined in step 4 of this guidance.

IoT projects can be expensive to finance and support. 
Projects that do not have easily monetizable benefits 
carry a large degree of financial risk. For some IoT 
applications, there can be a strong case for social 
benefits but no clear financial benefit. Using limited 
public funds for these projects can place undue 
pressure on other services and projects. In such 
cases, it may be appropriate to source external  
funds for such interventions.

Technology risk includes issues of data management 
and cyber-security, as well as the threat of investing 
in outdated systems. The nature of IoT means that 
often large amounts of private data is collected and 
will need to be protected and stored. A smart health 
monitoring system, for example, is likely to contain 
personal information. What data each IoT application 
collects and how sensitive it is will determine its level 
of cyber-security risk. In addition, how reliant the 
application is on a certain technology component  
or third-party data exposes it to more technology  
risk should that particular component or data  
become unavailable.
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3.5 CASE FOR INVESTMENT

Once an understanding of the benefits, costs and 
risks of a project have been reached, they can be 
collated and analysed to from coherent cases for 
investment. As mentioned before, the presence of 
quantitative and qualitative inputs necessitates the 
need for two different cases: financial and economic. 

The financial case for investment focuses on the 
direct monetary benefits that arise from a project. 
Given that most of the inputs will be quantitative in this 
case, an obvious conclusion can usually be drawn by 
applying analysis such as net present value calculations. 
If the financial case is favourable, it suggests that the 
project is justifiable from a pure profit perspective 
without considering any non-monetary gains or 
services. While this may be compelling enough to 
motivate investment, these types of projects should 
theoretically be delivered by the private sector if 
there is profit to be made. The fact that these projects 
have not taken hold is perhaps indicative of high 
levels of risk or low confidence in the technology, 
which should make public planners wary of adopting 
IoT applications based purely on positive financials. 

The economic case takes a more holistic view  
and includes all the benefits that result from the IoT 
solution. The focus here is to take a societal point of 
view and determine whether the project delivers a 
sufficiently large net gain to the public. However, the 
abundance of non-monetary benefits that are 
involved means that the same quantitative tools used 
for the financial case cannot be applied here, which 
makes appraising the economic case less precise. The 
range of potential benefits will need to be assessed 
against the goals of the LA and other solutions, both 
IoT based and non-IoT, to ensure that the public 
benefits are satisfactory given the level of cost.
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PRE-IMPLEMENTATION ACTIVITIES  
ARE DISCUSSED. THESE INCLUDE: 
IDENTIFYING THE ROLES AND 
RESPONSIBILITIES OF STAKEHOLDERS 
AND THE MANAGEMENT TEAM;  
TIMING; BUDGETS; DETAILS OF  
THE PROGRAMME; AND THE 
COMMUNICATION AND MARKETING 
STRATEGIES. IF COMPLEMENTARY 
MEASURES ARE REQUIRED TO ROLL  
OUT THE IOT OPPORTUNITY, THEN 
THESE SHOULD BE DEPLOYED. IF  
THERE ARE INSTITUTIONAL AND COST 
SHARING ARRANGEMENTS THESE WILL 
ALSO NEED TO BE DETERMINED. 

STEP 4
IMPLEMENTATION
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STEP 4
IMPLEMENTATION

4.1 ROLES AND RESPONSIBILITIES

4.1.1 Stakeholders

Like any project, especially those which cut across 
traditional silos, it is important to identify the various 
stakeholders that may be involved in an IoT solution 
throughout its planned delivery life. Given the 
innovative and sometimes ‘pilot’ nature of many IoTs, 
there may be an additional layer of stakeholders 
not previously identified. These could include 
neighbouring LAs with an interest on further  
rollout of such a system, for example.

Clear definitions of the roles and parameters  
adopted by public and private agents involved in 
any IoT rollout is critical. While this may be outlined 
in any contract or service level agreement approved 
as part of the project, these are often incomplete in 
that they may not address the roles of stakeholders 
not party to the financial transaction. 

Key questions 
• What are the roles and responsibilities of the various partners? (4.1)

• How will the IoT solution be managed? (4.1)

• How will the IoT solution be funded and procured? (4.2)

• What is the communication, marketing, training and socialisation requirement? (4.3)

Key actions
• Define clear roles for different partners and allocate responsibilities accordingly;

• Assign management of the IoT project to team with technical expertise who can identify potential 
complementarities;

• Procure funding for the IoT solution in the same fashion as for other non-IoT projects – there should 
be no preferential treatment;

• Actively plan avenues for citizen engagement and consultation, more so than for non-IoT projects.

The, often data rich, outputs of many IoT solutions, 
present new opportunities for partnerships and 
collaboration. Datasets created as a result of an IoT 
project may, for example, be of use to other public 
or private sector bodies which are not central to 
the initial IoT project. Given this study’s focus on the 
potential for IoT use in health, energy and transport, 
examples of co-benefits may include:

- NHS Trust use of LA social care data

- National Grid uses of individual electricity 
provider data

- Private bus or taxi provider use of traffic flow data.

It is important to recognise that there may be both 
unexpected benefits and unintended consequences 
from the use such data. It is, therefore, important to 
understand the potential secondary relationships as 
early as possible in project planning.
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GLASGOW CITY  
COUNCIL HIGHLIGHTS  
THE IMPORTANCE OF 
CLEAR TEAM STRUCTURES 
FOR IOT PROJECTS 
During implementation, Glasgow’s experience  
has demonstrated a need to define clear roles  
for different partners and allocate responsibilities 
accordingly. All projects have designated project 
managers, who report to the project’s management 
board and who can draw on technical expertise 
across the council as required. The exact structures 
adopted are project-specific and will include more 
or fewer resources from other council departments 
dependent on the nature of the project. For example, 
a smart lighting project would include significant 
input in management and implementation from  
the council department responsible for street 
lighting assets.
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4.1.2 Management team

In addition to stakeholder mapping, as with any other 
capital project or programme, it is best practice to 
identify a core management team for the IoT. This 
will comprise key individuals who will be responsible 
for the project at various stages of planning, delivery 
and operation. The composition of this team will be 
specific to each project but will usually include a 
project or operations manager responsible for day-
to-day managing of the project, plus representatives 
from the core disciplines that are required for the IoT 
to function effectively. The size of this team will vary 
in scale depending on the scale of the project, and 
the number of parties involved. 

4.2 ROLES AND RESPONSIBILITIES

One of the key areas that the management team will 
be involved is in the procurement of the technology 
or system itself. In many LAs, there will be a specialist 
procurement directorate, or officer responsible for 
capital outlays on behalf of the organisation. It is 
important that any existing policies are followed 
when procuring IoT systems, including statutory 
guidance, for example, OJEU requirements. There 
are also many layers of existing government guidance, 
some statutory, some best practice, in relation to LA 
procurement. Any IoT project should comply with 
these, like any other form of investment or services 
purchase a council may undertake. It is particularly 
important that these issues are recognised in relation 
to IoT technology, as many such projects arise as a 
result of organisations being contacted, or ‘cold 
called’, by private sector suppliers.

Similarly, while IoT projects should be reviewed in 
much the same way as other capital projects in 
terms of their financial viability, they may also be 
funded by traditional means. The innovative nature 
of many IoT projects and their potential to act as 
pilots does, however, mean that they may be eligible 
for additional funding from various government 
bodies. These are at the European, national and 
regional level, research councils and/or Innovate UK. 
In general terms, these sources will give greater 
weight to projects that can act as demonstrators of a 
technology or show high potential for transferability 
and, therefore, should be particularly considered 
when looking at an IoT project that falls within this 
remit. These funders may be a source of co-funding 

alongside the LA, as may private sector or third party 
public bodies.

The innovative nature of such projects (and the 
potential datasets that can be an outcome of them), 
may also present opportunities for revenue 
generation from sales or sharing agreements with 
the private sector. While these avenues should be 
considered, any decisions should be compliant  
with existing ethical guidelines the commissioning 
organisation may have, and subject to legal review.

Another key factor to be considered is how risk is 
managed throughout the IoT project. Risks may be 
financial, relate to time, intellectual property or other 
factors. Identifying potential risks during the project 
planning process will enable the LA to mitigate and 
manage these in order to minimise any impacts on 
end users.

4.3 COMMUNICATION AND MARKETING 
STRATEGY

Clear communication is a critical factor in the 
successful rollout of any IoT project – this is usually 
in the form of a communications or marketing plan. 
The basic information required in such a strategy is 
the purpose, the objectives and expected outcomes 
of the project, especially if this is a trial, on those 
likely to be affected by it. 

MILTON KEYNES BENEFITS 
FROM INNOVATION 
FUNDING TO EXPERIMENT 
WITH NEW TECHNOLOGIES
Milton Keynes Councils’ initial involvement in 
implementing IoT technologies was made possible 
by Innovate UK competitions and winning grants 
from the Higher Education Council. This significant 
R&D budget made Milton Keynes Council willing  
to engage in the process, seconding staff and 
resources to support real projects. The availability 
of these monies allowed the council to experiment 
and innovate.
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The overall aim of such a plan is to set out a clear 
information that defines how the IoT solution and 
its benefits (and potentially challenges) will be 
communicated to all interested and affected parties. 
This will not only include end users, but also the 
various stakeholders identified earlier in the process. 
It is common to develop communication strategies, 
tailored to each of the various stakeholder groups 
identified. This may include the sue of different 
mediums to maximise involvement and awareness. 
Common stakeholder groups may include:

- Management team (public and private partners)

- End user(s)

- Secondary stakeholders.

There may also be other stakeholders who are  
only identified during the operation phase of the  
IoT intervention. 

It may be appropriate to develop both internal  
and external communications approaches. This will 
include one targeted to the core management team 
and other stakeholders within the LA, such as council 
officers, councillors and others, for example suppliers 
of existing services. This internal communications 
plan should include general information aimed at 
creating awareness of the project, how the data 
generated is to be used and highlighting potential 
connections with other IoT projects and LA initiatives.

While an external plan may include such information, 
it should focus on the approach to communicating 
awareness to potential end users and how to inform 
them about the availability of the IoT service.

Each plan will require a bespoke approach in terms 
of the media adopted. This may include project-
specific websites, apps, or telephone hotlines. 
The experience of the Innovate UK Future Cities 
Demonstrators indicates that, in some cases, these 
existing media are insufficient for IoT projects (IoTUK, 
2016). The focus on citizen engagement and the 
personal nature of many IoT solutions requires a 
more interactive external communications strategy 
than is commonly adopted across UK LAs. This 
may include greater use of social media, or direct 
messaging services, in conversational approaches 

to the target audience. This is in stark contrast to the 
traditional LA approach of releasing press releases, 
for example. 

Citizen consultation and engagement is a critical 
factor in the rollout of a successful IoT solution 
(Glasgow City Council, 2016). Although most LAs 
will have comprehensive citizen engagement and 
communication strategies in place, the nature of 
many IoT solutions requires a more comprehensive 
approach to messaging. 

Furthermore, given the relative lack of public 
awareness, and their innovative nature, there is the 
potential for IoT solutions to be both disruptive and 
misunderstood. It is important, therefore, that the 
communications strategy is tailored to the target end 
users and others who are likely to be impacted. This 
is especially the case when a new technology, or  
way of service delivery, is in a pilot phase.

The marketing and communications strategy  
adopted is not fixed, but instead something that 
should be reviewed throughout the lifetime of  
the project, with revisions made in line with the 
changing audience identified.
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AN ASSESSMENT OF THE COSTS AND 
OUTCOMES OF THE IOT SOLUTION ARE 
UNDERTAKEN. THIS WILL INCLUDE 
RATES OF USAGE AND PLANS TO 
ENSURE A REVIEW OF THE WHOLE 
APPLICATION OCCURS AT REGULAR 
INTERVALS. THIS REVIEW SHOULD 
ENSURE THAT ANY LESSONS ARE  
FED INTO CONTINUED IMPROVEMENT  
OF THE IOT APPLICATION. 

STEP 5
MONITORING AND EVALUATION
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STEP 5
MONITORING  
AND EVALUATION

5.1 IDENTIFY A PROCESS FOR M&E AND 
INDICATORS OF SUCCESS

It is best practice to assess the impact of any  
publicly funded project post implementation. This is 
often through the development of a monitoring and 
evaluation (M&E) plan. While the costs and benefits of 
the IoT project will have been estimated earlier in the 
process, it is important that a plan is developed to 
measure the actual performance of any IoT project 
against the criteria identified during the planning and 
business case development phases. This allows for 
continuous improvement, learning and optimisation 
of IoT projects across the sector.

The principle means of measuring performance is 
generally through a comparison of ‘before and after’ 
effects on the benefits. These benefits will usually have 
been identified as part of the options assessment and 
business case development. There are various ways 

Key questions 
• How should we broadly determine success and failure? (5.1)

• How should performance be assessed in terms of fixed indicators (surveys, data analysis, etc)? (5.1)

• What are the points of intervention to improve the IoT over time? (5.2)

• How should Key Performance Indicators (KPIs) be determined and measured? (5.2)

Key actions
• Define clear, specific, measurable goals to determine success or failure; e.g. number of uses/users  

in 3 months, 15% higher average speeds between 7-9am etc.

• Select KPIs that are assigned to roles within the IoT project and that is easily measurable before  
and throughout the lifespan of the project;

• Seek potential complementary projects, options for expansion and to transfer learnings to other IoT projects.

in which performance can be measured, through a 
combination of qualitative and quantitative measures. 

Critically, the M&E plan will also outline the time 
frame in which the project will be assessed. This  
will depend on the type and scale of project, and the 
period over which the cost and benefit calculations 
have been undertaken. 

In some cases, LAs adopt a common M&E methodology 
across their procurement – in which case it may be 
appropriate to assess an IoT project in the same 
way. This may include obligations such as an equality 
assessment, of impacts on end users for example. If this 
is not the case, it is good practice to develop a series of 
KPIs to measure outcomes and activities, the rationale 
being that collectively these measure the success of 
the project. The IoT projects described in this study 
have been assessed in terms of their primary benefit 
to society, this is an approach that could be applied 
to a prospective IoT project’s KPIs also.
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While developing KPIs, it is important to ensure 
that measurement is possible prior to project 
implementation and at regular intervals throughout 
the project. This allows for the development of a 
baseline against which project performance can 
be measured. In addition, if the IoT project is a pilot 
scheme then additional measurements should be 
made at the end of the trial period.

Again, there is an array of government  
guidance available on best practice in relation  
to KPI development and an IoT project should be 
handled with the same due diligence that any other 
publicly funded project would be subject to.

It is the core management team’s responsibility to 
consider and agree KPIs and scoring mechanisms.  
In particular, the project team should:

- Determine what information will be used to 
measure performance 

- Assess the relative importance of the KPIs,  
and assign appropriate numerical weightings 
to them 

- Agree scoring guidance for award of each 
score in the range (this may be something  
that is developed while the IoT project is in 
operation, or be subject to further development)

- Determine demarcation of responsibility  
and assessment roles, between the project 
manager, purchaser (or contract/procurement 
manager) and end-user or citizen representatives.

A key decision is whether or not to tie KPIs to any 
contract(s) in place with the IoT supplier or management 
company. This will not always be appropriate, 
especially in the case of trial projects, but may come 
into play once a project is in operation. These ties 
may link a share of a contractor’s remuneration, for 
example, to their performance in delivering and/or 
managing the IoT project. While not forming part of the 
main contract, it is common for KPIs to be included in any 
supplementary service level agreement, whereby the 
private sector party agrees to achieve certain 
delivery criteria as defined within the KPIs. 

Although not always appropriate, the inclusion of 
KPIs in this way is one route to achieving greater 
value for money for the public sector and better risk 
management. Public sector procurement guidelines 
often cite the use of KPIs in this context as good 
contractor performance management, where KPIs  
in contracts are closely linked to the risks associated 
with the requirement.

KPIs are not fixed and should be subject to review 
as the project and the aspiration of the project team 
develops through implementation. 

BRISTOL CITY COUNCIL 
SETS CLEAR, MEASURABLE 
AND INEXPENSIVE GOALS 
TO MEASURE PROGRESS
In Bristol, the project board and project 
management team will define principle measures 
prior to any project going live. These are broad, and 
generally inexpensive and easy to measure, 
providing clear, specific, and measurable goals to 
determine success or failure. Examples include a 
certain reduction in energy use, the number of 
hours a service has been used, number of uses or 
users in a month or average speed of service 
between 7am and 9am.

GLASGOW COUNCIL 
MEASURES MONETARY 
AND NON-MONETARY 
IMPACTS OF IOT PROJECTS
Glasgow has determined that it is important to 
capture monetary impacts where possible to ensure 
the ongoing sustainability of existing and future 
IoT. In addition to monetary impacts, Glasgow also 
measures an array on non-monetary impacts, such 
as improved safety perception, or timeliness and 
reliability of school bus services. These tend to be 
more project specific although there are common 
features including aspects such as ‘take-up’ and 
qualitative measures such as user feedback.



57TECHNICAL GUIDANCE FOR EXPLORING URBAN IOT SOLUTIONS
Step 5 – Monitoring and Evaluation

IoTUK

GREENWICH EXPLORES 
THE POTENTIAL OF IOT 
DATA FOR NEW FINANCING 
STRUCTURES 
The vast amount of data collected during the 
implementation of IoT solutions offers opportunities 
for alternative financing mechanisms, which are 
being explored by Digital Greenwich. More accurate 
and detailed performance data allows LAs to track 
the success of an IoT project internally but it also 
opens up opportunities for alternative financing 
structures. For example, better measurement can 
enable performance-based contracting, which 
reduces the risk for LAs.
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5.2 CONTINUOUS IMPROVEMENT

Evaluation is not a ‘one-off’ activity, but instead an 
ongoing process of performance measurement. KPIs 
are used to highlight specific areas within the project 
that may require further optimisation.

It is important that challenges and lessons learnt are 
both identified and recorded, to feed back into the 
core management and operations team responsible 
for the project. In this way, the IoT solution will 
benefit from a process of continuing improvement. 
Similarly, such information will enable the LA and 
other stakeholders to better plan, scope and  
manage other IoT projects in the future. 

As part of the process of identifying areas for 
improvement, particular focus should be on the 
potential for optimisation in the ongoing rollout of 
the IoT solution. This could be through more efficient 
management of the project, or codelivery alongside 
other IoT projects that come into being. There are 
unique opportunities presented by IoT to create 
efficiencies of scale in delivery and implementation 
through the combination of a number of IoT projects. 

As such, it is important to identify the following:

- Is the project an anchor, or main project within 
a wider IoT programme?

- Can lessons be learnt and/or transferred to 
another IoT project?

- Is the project scalable or can it be expanded 
upon? 

Answering these questions will aid in the process of 
both continuous improvement, and further rollout of 
IoT projects.
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CHECKLIST WHEN APPLYING 
URBAN IOT SOLUTIONS

The checklist is structured along the main  
steps of the technical guidance:

- Step 1: Planning the process

- Step 2: Analysing the situation

- Step 3: Initial assessment

- Step 4: Implementation

- Step 5: Monitoring and Evaluation

Project sponsors should be able to provide simple, 
concise and largely nuance-free answers to any of 
these questions.

When considering any IoT investment there will always be a number of tests and analyses that are 
overlooked, often to the detriment of the project as a whole. In order that these important considerations 
should not be missed, the following section aims to provide a checklist for project sponsors covering the 
stages, processes and types of analysis most to consider at the beginning stages of a IoT project proposal.  
The intention is that project sponsors and investors should use this information to guide them through  
the intricate process of initiating an IoT project.

Step 1 – Planning the Process 

1. What service is required and how does the project deliver it? 

2. What are the key parameters of the IoT intervention (e.g. size, scope, etc.)? 

3. What technology and/or infrastructure is likely to be required and to what extent does the IoT 
intervention fit with existing infrastructure? 

4. What data permissions might be required and what confidence do we have that these are achievable?

5. What is the level of security protocol needed? 

6. Which stakeholders need to be involved? 
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Step 2 – Analyse the Situation

1. How does the environment affect the IoT intervention?

2. What are the network challenges associated with deploying and operating the IoT system? 

3. How can the IoT owner physically protect the system?

4. What are the issues around scaling the IoT system?

5. What regulations should an IoT owner be aware of?

Step 3 – Initial Assessment

1. What are the direct monetary and non-monetary benefits? 

2. What evidence is there for indirect benefits (benefits that are not explicit goals of the project)?

3. What are the different fixed and operating costs required for each project?

4. How significant are the opportunity and indirect costs?

5. Does the IoT project carry a large degree of risk (financial, technological, political, behavioural)?

6. Is there a financial case and/or economic case for the intervention? 

7. Are additional policies and/or funding required in order to increase the reliability of options delivering the benefits?

Step 4 – Implementation

1. What are the roles and responsibilities of the various partners? 

2. How will the IoT solution be managed?

3. How will the IoT solution be funded and procured? 

4. What is the communication, marketing, training and socialisation requirement? 

Step 5 – Monitoring and Evaluation

1. How shall we measure success and failure? 

2. What are the points of intervention to improve the IoT over time? 

3. How should performance be assessed (surveys, data analysis, etc)? 

4. How should Key Performance Indicators be determined and measured?
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